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.. Diata 2 |

Save |

- Telnet | Delete |

Close window on exit:
Always MNewver @ Only on clean exit

| About | | Cpen | | Cancel

%A

RUINERR B AR .

B2 118.80.78.188 - PuTTY =]
=P -
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10.4 VPN

10.4.1 A

VPN (Virtual Private Network, EINERAM), 2—TEUEAEN (BE2EBEN) FRNERMLE, X
LHEMNEREIBE 7R, HSEEMMIIEAEE, 8 VPN AR, afIER WD AS R TESELEEN
B /AS RS BEEMERNEN, RIEXERBEAERBAEHFN EREMB,,

VPN FUHE BV EIRFNELI T,

Vs N po
. LAN WAN LERR WAN LAN [
B T L L Tl 1] P — besCl——— (YT T I T T T ——
SRTRT PR 2R frdis b .
N vl
VPN Z i VPN BRE R P E

RS

= LAY VPN BRESE PPTP (Point to Point Tunneling Protocol, 2 SmB@EthiY) , L2TP (Layer 2 Tunneling
Protocol, $£_ERIEMNX) #IPSec (IP Security, IPZE&4),

= ZEREthY: PPTP, L2TP
“EBEMY, BTERTRE (BUBRERE) WA, LREREREENE B ERIN,

PPTP ISR PPP MERTE IP BUEEMN, BT IP MBEXLUE. L2TP MIURERERIMELER,
IR E PPP ME AN ENEIE B P EITIE.

= ZEREhY: IPSec
ZEREMY, BT EH=F (NEE) WEDY, LREREAEHNENEENDAH,
IPSec HMIBHIRE EEREIMY T, KEF=EHTEHRERT TCP/IP WL,

“ERENNS —ERENIELE, BAEFNTEMNR RN, E_ERE—RPLEERFPMREEL, X
APIRNRE R AERARERRS: M =ERE—MF L7 ISP(Internet Service Provider, BEEXWAR
SREE) WX, TNAPIRNZEEERSHFHER.
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10.4.2 PPTP/L2TP

AT
= PPTP ¥

PPTP 2—#7£ PPP (Point to Point Protocol, mEl&) MYXEM EFEANZEER A, BiIdEHET
TCP/IP BEUEN AR VPN, S L2 InieifanEis,

PPTP RYSLIET C/S (Client/Server, & im/MRS533) HE, HEFIRMRSS 28 EZIE PPTP fRE,
EPIRERRSIFEHNKSERIRSERTIRSE L, RSI[IBIAE TCP 1723 im0 LmIFARSS, M
LIRS ROIBIE.

PPTP MBEEZIUMSKER, BEHERMEUEER, THERER TCP ERERmINY, BFXIIEM
EHIFEIE, AREY. PNIRRE P inTARS 2R ENEIERRE; UREREM PPP il [RIaHR S #H
ITEHIE (%R GRE (Generic Routing Encapsulation, BAEREEEE) MHMUERBETMY, FHRM
Y IP KA T EUETEE BN LR,

ZeM L, PPTP AT PPP 2EAIIAENLE], 3% PAP (Password Authentication Protocol, ZARBIAIE
) . CHAP (Challenge Handshake Authentication Protocol, @[a#EFIAEMY) . MS-CHAP (f#isk
CHAP) H5MINIFAT,, 7%A MPPE (Microsoft Point—to—Point Encryption, &R SXT SI1%8) 1Y
FHITINE ., MPPE IR FF 40, 66, 128 U =MKENMNE, HL2MHREREIANLERSS, HLt, a0
IR EISUREIEER, —AAHETF(ER PPTP VPN,

= L2TP #H¥
L2TP /2 VPN BXE Y, ERNIIET C/S (Client/Server, & im/RSS2R) RE, AEFP RS

ZREIREIGE L2TP BE., B It —T=R0m [ ARSS23A9 UDP 1701 &R ERS, ARSS=23UEIR
Xfa, EE—1= MmO [E P imEIAR S, 2, WG AT, EIXEEERRN B RTAE,

L2TP A S HARMERNLZEM, EERKEIT PPP IRHAIAIE (Ebal CHAP, PAP ), EItEH
PPP FTEBRMAERERM., L2TP RIS IPSec AR KIIMMIERE, RXfEFET L2TP friEimeIiE
BRI E, L2TP A A RIBRENME L R ERTE L2TP v EXRAEINZRA . X IHEIE N8 A
BEENESHERESHENREME.

BcE PPTP/L2TP BRS588

REEHZR T IAERN PPTP/L2TP fRSS28, 155 PPTP/L2TP BFIHMIEE,

B SEIPAE Web BIERE, 7 (E%, > VPN BBE) > VPN 5%, ma, Atk BEEsm
51, AEat D
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VPNARS 3 @
REHSN VPN R EAO®RE nESE B sk wE L 1B1E
SEVPNIESSEE X
fEE=EER
VPNZER @ ppTP L2TP
HAEE WANT1 v
INEREE iy ~
EFimititits ~

SERA

FRERIR T54ER
P HEHMERR VPN YR, PPTP I L2TP, PPTP #1L2TP #2 /2 VPN BB Y, {F
B PPP (REIRNIN) HTEHIELE, HE NBIRERGINEER,

VPN RE - PPTP: BREIZSEN PPTP BRS528, &% PPTP BEFIRAVER:.
- L2TP: FRERSIEN L2TP fRSSER, 3 L2TP BFIRAVERE.

. VPN BRE 25 EFIRER VPN BER WAN [, iZ WAN O8] IP Hihitsiig & 2 VPN BF iR
BI“BRSS 23 IP Hhht/H5 =,

T EEEREENE., VPN ZEF IS VPN IRBEFNANMBIREFTRIT—H, SMETAE
BRE,

[ER IPSec MERRNNZEY, ERMEZIMAZRARILS 0. L2TP EF RS L2TP RS
FMHDNEENFRET—H, SNRKREEREE.

A =2%R

E P st VPN BR&Z 2205244 VPN EFIRHY 1P HitESEE .

RFERE

BATUE: SxZEME Web BETAE, Rift T8Z) > VPN RS > TRPEE,

EXE, eI B E PPTP/L2TP BFPIKS, B, FFig PPTP/L2TP fRS528ET, VPN AR NEEHZRA9 VPN
NBEEANKS.
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P EE ®@
VPNEE PR BR S  EOERRE APE BPRER/FR ST ESKRS L BSKS B
i
FhigER X
VPNZ£E EE) v
AFRE
=5
=2/ S VPNUser Default v
EFREE SR v
&1 aTis)
S ¥
FRRRIR Lz
VPN 258 FAFNRSEE, "B RnSRIAFERIYER PPTP BF, thelfER L2TP A,
P& VPN & im#t4T VPN EZmNNAF A,
g VPN ZE #3817 VPN EE AR,
. ¥ VPN Ik SINAZEI VPN R AR, ERXI RS HITIAMERNB P &SI R
‘A, VPN BPAZFERE 1Th) > HESE > THP4A) BEF.
S— VPN EFiREE, & VPN BEF IR RN ENE, BEEEFHEI AL H VPN EF
IHA— TR, BEEEFHERNMEIRE,
B IR ER/F W EPIHARM P ihiEE . B BIRBNEERA,
N IP it VPN &P imsERRM RAY 1P ik,
SES P it RSS2 D ELA VPN B IR P ik,

FoE& PPTP/L2TP i

AR EREIUER PPTP/L2TP & i

EREIBEZ Web EIETIH

RlE R o

EES PPTP/L2TP fRES2:,

, £ T8%) > VPN &R TUE, FTAVPN BRIk, BERIMSEY,
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VPNE iR

VPNE i ) 7B ]
EFRAR (@) PPTP L2TP
WANL] WAN1

RSS2 IPHhtL/E

) Sk
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meE FE (@ %@
VPN{EER E R FE @ 2

B 55 8 PIRI IR

A5

SERA

AR iR
IREER{EARY VPN YR, PPTP ) L2TP, PPTP M1 L2TP #fE2—F VPN R 7Y,
EA PPP (REIAMIN) #ITEUIRELEE, HENEIEERTIINEDE,

B imER

s - PPTP: BEIZH) VPN FR5S5SE PPTP FRZSSSAT, MEIRULIR,

- L2TP: ZE&EHERI VPN BRBE32 L2TP BRSS2:30Y, IR LLIN,

WAN O EX 23T VPN 3R SEMERM WAN O,

ARE523 IP Hhdlk /15

EEER VPN RS20 P Mg, —AREXTIH VPN R EFE T “PPTP/L2TP
ARSS 227 IHAEAD WAN ORY IP itk el .,

BF# VPN BR8P ELLE VPN B IR BFEE,

A

- R’YE VPN RS EIRRFE DR RAEME ., BHRSHLERT —, SNAEER
BE, RB PPTP VPN 7 S LEIAIR,

VPN 32 £ HFiElE, BENNNAFEE VPN RS2EIHIREES W,

AR S5 23 I KA VPN AR 5528 5150 )0 A9 I ER A0+ R 4843
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10.4.3 PPTP/L2TP VPN Et&%45

HIFEK

REWSEMD QB HMERBEHSFHTMEEE, ARINEARERN, 228 R THRET EEMILEA
SINEREMER, W, AEER. H22 OAL ERP R4, CRM R4, MBEEARF,

ZES

SR EHEREN VPN fRS2s, DASKHARIE

B} VPN BFis, SLInimAFRERNZ 2501

WAEBBEMITER ., AFILA PPTP VPN ABIEER, L2TP VPN BIRE AL,

B2 B ERER ERZRAY WANT IP Hh1E 202.105.11.22,

BNE] BER
BHZE1 EHE 2
VPN B0 VPN BRS
= WANT EL WAN o5
(TTTTTTITT P 1 €0 €0 0 B 0 0 N
oo e - 5 i o R i esaiililie i A
L& : L :
: - : ; =
@ & O . gy | ° * Q
B W (192.168.0.0/24 ) : BER (192.168.10.0/24) :
BT
—. EEEKHZE 2 59 VPN RSB 23
FE1 BRIFEHZE 2809 Web BIETIE,
£E 2 FEPPTP RERE,
PPTP IRFZ 28 S HURHIA N&RR.
IRSZ232F HADRE NZigE it
PPTP fR& %2 WANT = 10.1.0.100~10.1.0.163

HEAN 82 > VPN RS > TVPN R$S2%) TE, Kbl k& PPTP RSF[EXSH,
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ARE=E=R PPTPEE
VPNER ® ppTP L2TP
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£ 3 BB PPTP BF.
PPTP B SEURBIa] N RFIR.

VPN 8! 5] AT RAF4A EFimE B im%
PPTP fengongsi fengongsi P/ N=IN WLE1% & 192.168.0.0/24

1 BE VPN BPFP4A.

\#)\ (548 > TR > AP T, Al AER— AT VPN BFA,

FERFPA X

R
&
i}
i
i

VPNRFE e

B
Ht
|||
I

2 FE&E PPTP AFIKS,

WA TEZ) > VPN RS > (BPEE) TE, ot BEPPTP BRAXSH, 25
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10.4.4 L2TP over IPSec VPN E& =45

HIFEK

RASHEMBAZAITMNEER, AUINEATEKMN, £ EZAR THFEBRET BRSNS NEBEMNEIR,
an, WEtER. A OA. ERP R%t. CRM R4t DBEEEARSE.

Eu)
A LEE L2TP fRSSE8, HFS IPSec WEUER XA, SEIminAF 2 EENZ 21hEE AR
BiEMAIEE K.
1% L2TP fRSEBBEAERMT:

- L2TP RSB\ o A, &, Bi3tIR yuangong.

- L2TP BRZS4s IP Hitikh 202.105.11.22,

- L2TP BRSEENEURZ AN,
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MBI ARITE AH 5] ESP 3k, AH 3¢ ESP kDAK ESP INZAMAF BN EER IP
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ICMP WIFRIZ IR XY (Internet Control Message Protocol)

IKE BEXMZR5AZHR (Internet Key Exchange)

P MFRIMY (Internet Protocol)

IPSec IPZ&M (IP Security)

SAKMP HEMZ M REAFIZRAEIENIN (Internet Security Association and Key
Management Protocol)

ISP BEMARSIRMER (Internet Service Provider)

LAN BHEIM (Local Area Network)

LCP FEREIR MY (Link Control Protocol)

LDAP B2RRFIFEMIY (Lightweight Directory Access Protocol)

L2TP —EREMN (Layer 2 Tunneling Protocol)

MAC EARIZENIZH) (Medium Access Control)

MPDU MAC X EIEE T (MAC Protocol Data Unit)

MPPE I mNER (Microsoft Point—to—Point Encryption)

MSDU MAC AR #1iEE T (MAC Service Data Unit)

MTU BAEHETT (Maximum Transmission Unit)

NAT W E LR (Network Address Translation)
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PAP BHIAEMY (Password Authentication Protocol)

PFS SELHIERE (Perfect Forward Secrecy)

PPP B EMY (Point to Point Protocol)

PPPoE EFURMB =X @i il (Point to Point Protocol over Ethernet)
PPTP R AEY (Point to Point Tunneling Protocol)

RSS| EWRIES58EHET (Received Signal Strength Indication)
SA LB (Security Association)

SDN BETE N NZE (Software Defined Network)

SLAAC RS B RECE MY (Stateless address autoconfiguration)
SMTP BB EETNIN (Simple Mail Transfer Protocol)

SPI LB EKE3| (Security Parameter Index)

SSID RSB ESMRTT (Service Set Identifier)

TCP EEIREIIY (Transmission Control Protocol)

TKIP IEET 23 4ATE MY (Temporal Key Integrity Protocol)
TLS ZREHEMIN (Transport Layer Security)

UDP AP #UER Y. (User Datagram Protocol)

UPNP BAENMEENA (Universal Plug and Play)

URL R—FFEMR (Uniform Resource Locator)

UsB WASBITE% (Universal Serial Bus)

VLAN EINBIEFEM (Virtual Local Area Network)

VPN BIERBM (Virtual Private Network)

WAN [TH&M (Wide Area Network)

WMM Fe& 2R (WiFi Multimedia)

WPA Wi-Fi &L EEN (Wi-Fi Protected Access)

WPA-PSK WPA I =2340 (WPA-Preshared Key)
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