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iFET TE e wAN D8 1P S,

BR&
M\ PPTP/L2TP BFZ, Bl VPN JREZEHENA A2 MZE,
15
p—" 1B1E VPN [REBEEERET B BIIRNE, BHRSS[EERE—H, ENFREEEEE B
- 7 PPTP VPN 7 i I3,
VPN IE LW FEE, BEMANMNAPET VPN iR 2 imeEHE 28 LM,

AR5 28 R MR VPN BRS3 23U B R AR o

BRSSEBAMF WS VPN ARSS 22 m A a0 B9 F 48RS .

RE YT VPN BYERDR TS,
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12.11.4 IPSec
IPSec (IP Security, IP Z&) S—RFIMNNES, ARTIEEEM RS, RIS ZNE,

IPSec HBXBLZ0TF:

HEERN
R, B IPSec FIRBIENIEERN. IPSec ZiF “BREHEN” M “FlaRL” &,

- BEEIl B IP X, BERATRNREMXZENER. APHED IP BUEERARITE
AH B¢ ESP 3k, AH 8{ ESP KLU ESP MR AP BHEREEE—THHN IP ZHEEF,

- REER: FRTES IPLE, BERFENMENZENEE. REREHEHIEE AR TE AH
3¢ ESP 3k, AH 3{ ESP kLM ESP INZEMNEFHIERKEER IP €kEH.

LMK

1EEA IPSec THHEMIMKIZE (REMEBREES) , REM X Z B A LUFIA IPSec SMHIEHITL 2RI,

RIEBIEA MBI R

IPSec &4k

IPSec B9 IR S AR IPSec SR, BERIMNNEE (REMX) ZEIRLEHNIE, BXBEER

E2ZEEIRELEREE (Security Association, SA).

SA

SA (Security Association, Z2BR) BBEEWNSFAEBNELEERNAE. W0, FAMBMHMIN (AH.

ESP RERMELS). MNMHERN (FaE. BEERX). MEBEEE (DES. 3DES. AES). #¥

EMPRIPHIENHEZEAURE RN EGABRE, SA BB TRAE:

- H{SPI, IP Bmuithit, ZEMARIRF =AM —RiR.

- BATETXWIRSGHTEMLIE: thid. BiE. B,

- 81 IPSec SA#=EMAMN, HEREBEMARN,

- SAFILUFIEITHH IKE (Internet Key Exchange , B EXMZAEAZZ ) T & B IKE Y453 A IKEV1
N IKEv2 FMNARAS, ZEREI2SSZHs IKEV, TXH55 K%M IKE 1958 IKEv,
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Fig IPSec E#E---BEEI
# TESEE) > NPSec) TE, Hi il , AEEHANTEEESTEH, Rk i

AR BER” N TR RHREER, AN “BERNXT, W

{ IPSec | #ig

IPSec: = ]
WAN: WAN1
HEET REEET
EEEE R

I REETL: HiaEEL
BEEYN ESP

iR RSB

FHEF MR/ RIS E

prar R B ST

ZREA BzhirE
TAIEA T

===

DPD#z: b=
DPDF&ERIEES: 10
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PRI

IPSec

WAN O

HRERELN

B8 A R

AR

B iE thiY

2 Ui O K Stk

23 PR 0 0 B/ AT 5%
KE

7 Ui PR P PO 2 T 5%
KE

BHAHB AR

5B
HRB/IxHA IPSec ThEE,
IPSec &34 WAN O, IPSec SHHi&&EMN “mimMxaiil” TEAtiEORN 1P it

IPSec ¥EAIH IR,
- BERN BERTHENERERMXZENER.

- fEEER . EERTEINMEN. ENSMEZEEE.
% IPSec EEMNZ R,

IPSec BXE IR,
- MEEEN: EmmENIRLREE,
- MEZERN: FRENEEAEEE
(L
BN IPSec BRERIREIRE RN “MMNEENL, TUEFH IPSec BHERI KK,
73 IPSec RHRLIRSHIMML,

= AH: Authentication Header, #E3|E&8, ZMY T BRRMHBUIETRERITIEE, BHIERX
EFRSIEPRER, WK BETEMIIEN EF 2R

- ESP: Encapsulating Security Payload, 1R EMEf, R AT UASSEIBRN R M#HTT
B0E, EXNHIEHTMNE, X, ERXEEMIETRETR, SEAHELRINEIESL

=80

- AH+ESP: [EIFYfEA_LRFF Y,
IPSec BBEXTIRM XY IP HilitaigZ

KIS MER/BISKE, fle0: AERE2SH LAN O IP #i3Ef 192.168.0.1, FM#EILA
255.255.255.0, NIiZsith 9/ WEL/miZR K E rTiE N 192.168.0.0/24,

IPSec BXBEXTiHM X EI N /AR K E, BXine— a8 EEN, NWEBSHLEER “ZgE
B IP 3#3E/32”

B3 IPSec Z2RBHZAME SN ARBBXFF “BExhE” M “FgE” .

- BahE: BIAMER, 8T IKE BEhEIL SA, FH#1ITohSLER. MR, BRTFIEREN
EZE, ff IPSec BfEA. EEI(E, BrEIK SABEMER, STENEHN, HERT
zeH.

- FoigE: BRFoNRENBANEREARERREIL SA. FRNZIK SARELEGEHR
%, FBRIEFooMbR, BSNAAIH, AitER2RE. ZAXERTHEHME,
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RIADES - BB DS

BEphEES, NTRIEEEMFAEN, IPSec BENSFEEAMILEIIENE BRI IIEHTTNENFE
2, FIUEBERIZYNATENEREMRR, X—I12EH IKE TH. IKE Z ISAKMP. Oakley.
SKEME X=MMNAYES 4.

- ISAKMP: Internet Security Association and Key Management Protocol, HEAM % £ XEXFZ55H
BRI, ZIHINAITIEZ AN SA st 7 —MESR,
- Oakley: ZAMEMNN, ZMNERT BRI EANE
- SKEME: R2ZAMHE], ZMERT 5 Oakley RRIN S — AN
IKE thE 3120 R

BiEz 1: BEXNDBHESMEIIRE MBREFL2RIN, HEIT—1 ISAKMP SA, BTFEMEKR 2 H
REXMESER,

FYER 2: [EFHMER 1 FEILA ISAKMP SA 5 IPSec Z 24 hiXthESEk, I IPSec SA, BFXINA
BB EHIEHITRIP,

ZRME AR “BhET B, WTE,

EHRMREL =hijalE]
INIEFSTL
Tt =R
DPDREM - HE
DPDH&MFEES 10
S
PRI ]
EBH BTN “HERHAN , ®T IPSec WAFLBIEMAXMBEF— T NAHENERFHFE.
=R WADBENFAANTIEZESR, FESNEMXZERS—H. KN 128 FF.
FFIBIRAXS A MIIEE
DPD 42l

BT DPD BT LG MR B E it R R BB o
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R B

%1% DPD kXM EHR.

DPD #zilIA #A B3R SIRERIGE A BAERY & % DPD $83, WIS DPD 75 A M A AR G S EIms A A,
MBS AL A BT IPSec SA,

REETEMKERNERENNENESREN. ~tfE, WEHN TET.

RS W

BRERT

=B Main
A= te DES
SEEREIEEE: SHA1
Diffie-Hellmans348: 768
AHBIDET ; P
R D2eR Ptk
ZH A 3600
FiEs2

PFS: = =]
e DES
SEEREIEEE: SHA1
Diffie-Hellmans348: 768
ZH A 3600
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S8

PRI

R

mEg*

FTRMEWIER A

Diffie-Hellman 4340

ZR#h 1D A

Xt 1D FEHY

BiAL AR

BieA

IKE FitEg 1 B9SRHMET, ZRHME TS X imig AR
- Main: ERI, RIS IR, RUSHERF, EATHENRIFERRENTE.
- Aggressive: FFERI, XMEMRN, RARRES DR, WAHIRX D, HERE
ER, ERTHEHERIFERTENGTE,
NATF IKE RIENMERZE. BEBIZFUTMEREA:

- DES (Data Encryption Standard, ¥BINZ45&) © £ 56bit FIZ5EAXT 64bit #IEHITM
%, 64bit FER S5 8 i B T & @R, 3DES NN =% DES, A= 56bit WRAHITINE,

- AES (Advanced Encryption Standard, SZRIIZ4TE) @ AES 128/192/256 RnFERKE
79 128/192/256 bit BYZRERHITHIZ
AT IKE KIEMIIERE, HMRSFUTRIERE:

- MD5: Message Digest Algorithm, JHERMERE X, XN—EEEF%E 1280t FEERHE, B
IREISE S

- SHAL: Secure Hash Algorithm, Z28FIE X, X—EIHEF4 160bit FESME, L
MD5 SRR,

Diffie-Hellman EA094E1EE, BF4EM% IKE BEMNIEZ .

I R AR
- 1P bt ZARHDEREHBRMEEAXTN WAN O IP #ihit 5 X5 im Y X i

- FQDN: Fully Qualified Domain Name, R&&RIERZ, WRERE “4ith ID” AEDHA
AEFFE, ATSXNHEMXDE. “&AHID” SizigMXey “Xig ID” HAEE,

(Gise

“Zith 1D KR 5 “Xug 1D RE MIREFE -, IEIOSE N Aggressive (FFERIETL) o

TR AR
- 1P ik AR BRIART IR R ERE WAN O 1P #iab# T,

- FQDN: Fully Qualified Domain Name, R&&RIHZ, LERE “XWif ID” WAEDEA
RAEFFE, BATSEHMXDE. “Wik D" SimigMXey “ZHy ID” HAEE,

[Gisw

“ZAcHh 1D XA 5 Wi ID XA WIREF K, IIEIOSRNN N Aggressive (FFEEET) o

IPSec SA By4 7ZEE],
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PRI BieA

PFS (Perfect Forward Secrecy, STEMNRIRAR M) RS IKE MER 2 S ER— 1 ME R
M#, ZEREMESMER 1 EERNERMEILEEAXEE, XERNE IKEL PR 1 BB EAMM
PES iR, MEL 2 NBEAMARE,

NRZBEA PFS, BHER 2 MERABIRIEMER 1 £RMNERBMERSE, —BEME 1 ERARK
i, BTRIPBEHIENNER 2 BAtLERENR, XBTERDEINGHNBERE.
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RIADELN-FohKE
ZIRME AN “FEIgE” B, WTE (UBEMHNAS “AH+ESP” BAf).

HHMEA

ESPIDEEIE :

ESPADEEEESR :

ESPIMIERIE ©

ESPIALEESA :

ESPSHHSPI

ESP#EASPL:

A -

AHIFESE -

AH#SHSPL

AHZENSPL

S

PRI

ESP MMZ&E %

ESP &% A

ESP/AH INIEE %

FahizE

DES

SHA1

SHA1

e

HREMERE “ESP” WEIRE ESP MER A, HMHRZH/UTMERE:

- DES: {#H 56bit BYZEAXT 64bit FIEHITINE, 64bit &5 8 LA TH BRI, 3DES N
JZ=E DES, A= 56bit NEHHITMNE,

- AES: AES128/192/256 FRnERKEN 128/192/256bit FZFEHH TN,

ESP M&E&A. IPSec @iEWHIREFTFRIT—Ho

UREOER “ESP” BY, FEiGE ESP AR EL; UBEWIERFE “AH” B, FI8E AH A
Bk, BEABRTFUTRIEES:
- MD5: M—ERHEFT4E 128bit B EEE, BHLIEHEMEN,

- SHA1: S—ELEER 4 160bit BSEEIEE, b MD5 E XA,
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PRI BieA

LBEGERE “ESP” BY, FIGE ESP IAMIETE; HBEMINGERE “AH” B, T|IRE AH AL
O A
ESP/AH \IEZ$A GAZE

IPSec BIEWHIEEEFREF—H.

Shd SPI B,

ESP/AHIME SPI gp| Spsastismcibt. thivsa = M S EERRIS— 1 IPSec RLBLE , M5 BE I “H
A\ SPI” {B#EE,
N SPI &,

ESP/AHENSPI  op| 5py st stimR s bt iA1= M SRR — IPSec R , WS BIST I “Oh
H sPI” {EERE,
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Fig IPSec EEE---FHEIU

£ TEZIRE) > NIPSec) T, R +#itE , AREHINIEHREESR “TRR", HiEH
BB, _E G . MR

{ IPSec [ #hit

IPSec: O >
WANO: WANT

HEELL: ERiETl

BEESER:

R PaEEL

InEEE: 3DES

SEMEITEZE: SHAT

Ftt=E=iH:

SE A
PR BiEA
IPSec FFR/I%E IPSec ThaE,
WAN O IPSec £3H WAN O, IPSec XIHiZ&MN “TimMXitiit” FTEAULEON 1P ik,
IPSec #UBHH R,
HEER - RERX BERTRIREMXZEMNER,

- EREEN BERTENMIN. EVSHXZENEE.
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FREIR 5B
[JESEE=E % IPSec EEMNZ R,

IPSec BB HERT
- MREER. EHmRNIGLREE,
higiazt - NERN: FENEAREEE,
(Gise

B IPSec BRERIREIRERN “MNEENL" , TSRS IPSec BERIIKK,

NMAT IKE RIEMNMER L. BRSFUTMNEREA:

- DES (Data Encryption Standard, ¥3EINZ#5&) © £ 56bit FIZEEAXT 64bit #IEHITIN
JIIE= R 2, 64bit FER/G 8 (U F 3Bk, 3DES M= DES, {#H =" 56bit FZFFHFHITINE,

- AES (Advanced Encryption Standard, S4&IMZtRAE) @ AES 128/192/256 RnERKE
79 128/192/256 bit FIZEEAHITINER

AT IKE IEMIIER A, BASEFUTRIEEA:

- MD5: Message Digest Algorithm, HEREEL, W—EHEF4E 128bit FEEHE, [
RGN A IEEEWEN,

- SHAL: Secure Hash Algorithm, Z28FIE X, X—EIHEF4 160bit FESME, L
MD5 SEXERK %,

MHZ=EA MADBNFABNMAZER, FESWHEMXZKERS—H. KRKAN 128 7.

12.11.5 PPTP/L2TP VPN B2 & &4

£H 35 3K

KW SBNDREEEAEWRTLBBIAITNRER, ARNENEEN, 228RIFELLE
BKWiFRABSRNERHENZR, 0, AEMEE. 2 OA. ERP &£%4i. CRM &4, MBEERAE,

VE 35375

B—BRHGEN VPN RS2, F—8IREN VPN BFIH, LInHEAFEEENZ AR AE
BEMER, 2510 PPTP VPN Af5ER, L2TP VPN BYIRE 75 A,

FBigREE R 1 18BN PPTP fRS323, EAERWT:

- PPTP RSBBNECHAFE. 397 fengongsit.
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~ PPTP RSS2 IP it 202.105.11.22,
- PPTP FRS BX SRR MM,
- PPTP ERS328MIMy 192.168.0.0/24,
_ PPTP FRS%8EETT VPN BEMIZEOH WANT,
RISFHBEE 2 IKEN PPTP EFIHEAREEWT:
- PPTP 2P AR 192.168.1.0/24,

- R85 PPTP BRSSSEIRFERYECN WANT,

VPN e
B EX
RSS2 —  WAN1 VPN B WAN1 —a 28 1
VPN B i i VPN fRs52%
LAN LAN
ZHRAL M

L Jm-}

B :
EEEEEREEE TP EPTE AR5 3

ETR

FeERIEE:

R ERM2E 1 9 VPN ARSS 28 RERHZE 2 4 VPN B G

S 1 R ERE8 149 VPN REE.
1. FFEPPTP iR 23
(1) EFRKEMH:[ 1V WEBBERT, R 'ELEE] > VPN IRS8 o
(2) #TH “VPNR52" Fxo
(3) HITNTEE, AFRENEKRNEE -
- % VPN BRSG#KE, &fIAN “PPTP,
- }ETE VPN IREZBS5XFIREILZER WAN O, 26173 “WAN17,

- ER E RN AR
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VPNEESSE:

fr===g2eil:

WANO:

=

Hbfiki

EARPE:

VPNARSS 28

PPTP L2TP

WANT1

E2E PPTP/L2TP AP,

(1) =i 'EZEE > VPN RS 2R , 3 “PPTP/L2TP AF” #&RiR,
(2) miE +Hg .
PPTP/L2TPFRF
i W M
)
APs b= B TIERS =HE W
3) 1 [Fmg] BOHRTUTESE, Ae=ElEEG

- B\ VPN BFiHE#IT VPN EERFTANAFE, 25673 “fengongsi1”s

- WAXNNMARBNERE, &4FH “fengongsil”s,

_ ii*x “Ez—lﬂég” \\ “IEE”O

- R\ VPN ZFIEREMMER, AF1% “192.168.1.07

- HWIANFRESA “255.255.255.07,

- WMAZBFREKSHERER, 0 “9R8 17,
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AFsE: fengongsit
Eﬁ: (TTTTITITTT]
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= 192.168.1.0
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ARMNSTR, 90 BT
PPTP/L2TPFF
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12.11.6 IPSec VPN BoEZH|

MR

KW SEN D QB EEREWRTERBAIIHAITHNERLE, HRNEANEEREN, 27AFARIFEEIE
BEWipR AT RS RENER, 0, AEMAELL. 772 OA. ERP #%4i. CRM £#4t. MBEERAF.

AFEIEIt
£ 2 AR LWL IPSec 8, RIMmHAFEERNRZ AR T ASEENAER,
RIZIFERER 1 BEETLE, EXEFEEMT:

- 1L IPSec BXiE Ry 079 WANT,

- WAN1 IP 331t 202.105.11.22,

- BIEMMLEH 192.168.0.0/24,
RIZFFER S 2 BEEALE, BEEEAT:

- 1L IPSec BXiE Ry 079 WANT,

- WAN1 IP 331t 202.105.88.77,

- BIEMMLEH 192.168.1.0/24,
BRI & B ESM IPSec EIZEAFEEMT:

- HEEA RRER.

- EHEDEAREHHE.
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(2) I FHEEX N BEEERR
(3) AXEZPBFELE—NZF, 0 “IPSec_1” ,

(4) RE “TIRRRMIE" FXSIRERERE L IPSec BBIESSER WAN B9 IP sk, ZFlJy
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12.11.7 L2TP over IPSec VPN B2 & 254

MR
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ERERES SYS ATIAMFRE T, BRRYIRERMBFHENIZTE (RESET 5 Reset) £987%#, FeTIER
BIFAFF. = SYS ITEFRANREY, BRESFME L IREM.
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T
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HENTTH: =& TRG4ER) > TRIEEER
AXE, @e]LUE R R EEREBAIALEERE,
- EELRERN: CALKSERERRESERS, EUUEES. BRRESENEE.

INEEIEEY: EALKSERERRHES, B2
M SANEKS”, FREERBHREEMEE.

R ERRASNRGRS. B “RINEEN

13.4.2 BREREZ

£]1 =i TRGMR) > TEEEER

S22 ENNKSEENZERNERERERED.

¢ EE EOEE
| ) =18 1R
=Es admin ey e S N i)
na=;:] rzadmin DEEEEEsTS. SEATKS

FE 3 RETEERNEGE -

THFSIEIERE, WIRARNT KB, AR KTl e B ERE REIRMSFAEIETE,
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13.5 TEBYE

13.5.1 BEAR

HENTTH: =& TRGHR) > TENERL

AXE, G ERBRETHNEFREMENBHER, FMBRSKNEETSHAELINIEET
. FREFIUR.

13.5.2 ENERZKHZE

ENEREELRARN AN E, e ERNELE, BHRIRASEHN RS EER.

B =& TRGESR > TENERL

FE2 I ‘ENER" FXo

£ 3 ERRESESERMNNER, W 3027,
L4 REBERHEE, W “EHD

LS RENEERNLGE -

< EE ERER

RS -

ET=L IR 3 g |0 5

EEEE! = tEIEHHEA

3= EH— EHZ” EH= ZHAM EHR EHLS ZHiH

NEERETNE, STERONER 3 R, BEBKEDER,
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13.6 FpE5hE

13.6.1 BpAR

HANNE: "E TREHEF) > T&EH5ME

EMR&ENTIEE, FTLUSKASYFHNEERESREFRAMER; FRMEIRE, JLUFRASREELRE
ZEIE IR E.

W, HENRBBHITTAENELE, FHESTHABERIFIVRENIELE, HNEFEXNNIFRHNEK,
IR ITZEEEH#ITE D ; SENRBASIET T AL EAFRER, TURERBERENEEX M

13.6.2 HF/ipEcE

£E1 =G TRGMR > TEM5EMEL

FE2 R &H o

ATNHHIRM ‘BT IRBEHE A ERPIFRIIRE, RouterCim.cfg #MHIE.” BRR, BER “RE™

¢ Em SRS
EAEE =i
v

JIE 37 T T i s i

AR T ESUH R 9 RouterCfm.cfg RIACE X5
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13.6.3 MRERE

F£H1 =G TRAMR > TEH5EMEL
FH2 =E WK, BEHNMRZAEONEEXYE (XHERN.cfg).

< EE EZhEWE

EHEE i
InEEEE Pl =
TE3 HE ®E .
< Em = SRE
EinEE i
IEEETE RouterCfm.cfg bl e

RUMEBRAERT, BMOEST. REASEREEEMESTTH.
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13.7 R4%HE

HANTUH: _E TRGHR > TRGEEAE.

BESNRAGZATRERTRAZNEH. BHKS. HERT. REER. WAN OEEFER, MEMEHR
%, AILRARABNARZESESHITREHE,

~ii REAS , JURHEBHESINRSASEAMER,

RiE ‘HELR” EHTHHE, JRATEETERKAS, KBS RZAE. WEHAE. #HIRAE
=M,

EE EZRBEE

SHHEE Hsest: E =

=== Hrsaesd BEAE

1 2022-05-25 13:54:05 E&HEHE [system] Sync time success!

2 2022-05-25 13:53:56 EmHE [system] 192.168.0.148 login

3 2022-05-25 13:53:50 E&HEHE [system] 192.168.0.148 logout

4 2022-05-25 13:52:52 EmHE [system] Sync time success!

g 2022-05-25 13:52:51 E&HEHE [system] 192.168.0.148 login

6 2022-05-25 13:52:43 EmHE [system] 192.168.0.148 logout

HEIERNE RSN AANEE, AHRERESIERMNEER, BhRERSERBSNASKNE. &
PLE %,JbﬁleﬂJ\E*X/ﬁ%EE%gm%,Jhﬁleﬂo

- BESMNCRESELI—RBIENESFEE,
- BFEREEIESR. REAER. MEIRE. EUFRERSSHIRABRER,
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13.8 ZWITH

13.8.1 #EAR

HANE: =& TRSKEHP > NZT AL
FXE8, &8 LU#1T Ping/Traceroute #,
- Ping: BFRNNZHEEENEBRE,
- Traceroute: AFHNEIEEMERHEE BARENFTETRIERH,.

13.8.2 117 Ping

RISERNKERIEERS2 (www.baidu.com) HIFERET7E,
wESER:

T 1 RE RGP > 2T A

FE 2 EE CHTR” A “Ping”.

F3 WMAEN P HAEIEE, &R “www.baidu.com 7,
L4 188 ping RIENEEENTE, BIRERIANLE,
LIS I8E ping RENEEENA/D, BIRERIALE,
o2 JE o B

e, PHERBERERE 5. NTET.

< Em 2 TR
BT E: Ping
|PHEDFEREES www.baidu.com
Pingt~&1: 4
EEE AN 32
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13.8.3 417 Traceroute

BRISERNFKHBZIEERSE (www.baidu.com) FrEIRIERH,
REVR:

FE1 RiE TRGS > TSI AL

£E2  EE SBRTA” A “Traceroute”,

F3 WMAEN P HAFIHE, &K “www.baidu.com 7,
s%4 stk

HE, CHERBERENE TS, NTERG.

{  EMm 2 TR
el =N Traceroute
|PHENEERERS
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13.9 REGH[g]

HNTUE: St TRGMI) > TREEEL,
EXE, EE LB RERNRSNE,

AT RER R RETRENEESEY, BERERBERNAKIEER, KERESENEARHATD
L ERMETEIEE ST, Bk PSR,

13.9.1 KRB

ERLA Y, REEEB5RES BN EEEIRS . RERMASFMINERE XM EEB MR ER
R4iEYE], TEEMKE.

REEME, BRILLEN TRERES) TUH, EEFRHFNALKNEEERNER.

(  EE Z5ediE)

E AT [REEFRT FomeE®

1B FEER - 30454k

PEIER R ( GMT+08:00 ) dbF , Ex , 85T HE , S&43F

SH05A

AR #3088
Z404]] BB RAREINEE S o
1B B R 28 A EL B B ] AR 53 28 4k R Rt B 1Al B R
SRR PR 28 24 A FT7E M R B AR BT (X
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13.9.2 Fohg&

FEngBRBSNASNE, E£ALAIEN, BHSESXERE, BHFTEEMRERSKNE, EF “F
HgE” B, NERERAREXSHINTEFRR.

RETRE, BRILLHEN TRGRES) TUH, EERHEBNRKNEEERNNER.

< EE =201
E4&AdA P& FET FzhigH
HEE 2019 |& 4 B 24 =
B - 19 B 54 % 31 £

EHEREATE
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PRI 15 BH
A 4AY(E] RS AL EIIZE S .
HEAR
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13.10 TheefEMAFIE

HNTUH: _E TRGHR) > TThasERTIR.
AXE, GALERRBRINCER. REBNIEYIR, KRoOBNIIEER Bk HEE

{  Em

BEAThEE

VPNiES=E

FERTEE

FoEnnEEE

DMZ=EA

ThaeERs Iz

o= B 5GHz

PRI

WEWEBETE
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|
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Hit
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261

APEER

DHCPRRSS=E

wEE

ERER

by

~

Ho



ZEREIE

AES

AH

APSD

ARP

CPU

DDNS

DDoS

DES

DHCP

DMZ

DNS

DPD

ESP

FQDN

GMT

HTTP

ICMP

e

SRMNZFRAE (Advanced Encryption Standard)

WA EER (Authentication Header)

Bah&BiER (Automatic Power Save Delivery)

iR Y (Address Resolution Protocol)

ARG IEZE (Central Processing Unit)

Eh&IRZARSE (Dynamic Domain Name Server)

SEaIE£ARS (Distributed Denial of Service)

HUENNZ 454 (Data Encryption Standard)

A ENEE MY (Dynamic Host Configuration Protocol)

JEEHEKX (Demilitarized zone)

H&Z R4 (Domain Name System)

KT ZEAN (Dead Peer Detection)

HERSHMA (Encapsulating Security Payload)

=2 &KIELZ (Fully Qualified Domain Name)

B EARSE) (Greenwich Mean Time)

B AEEMIN (HyperText Transfer Protocol)

PPRIEHI RS MY (Internet Control Message Protocol)
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ZEHRIE e

IKE BEEMEFEARCHE (Internet Key Exchange)

IP PFRMY  (Internet Protocol)

IPSec BEEMZ MY (Internet Protocol Security)
ISAKMP EBME &M B2 A B EY (Internet Security Association and Key Management Protocol)
ISP GEXMARSZIZEME (Internet Service Provider)
LAN BigM (Local Area Network)

L2TP ZEBE Y (Layer 2 Tunneling Protocol)

MAC RIS (Medium Access Control)

NAT WL HhAEEEHE (Network Address Translation)

PFS SSERIMAIRE (Perfect Forward Secrecy)

PPP =3 E MY (Point to Point Protocol)

PPTP =T RBEY (Point to Point Tunneling Protocol)
SA R2BXB8 (Security Association)

SMTP BB MR I (Simple Mail Transfer Protocol)
SSID ARSSEARIRFT (Service Set IDentifier)

SSL REEIEE (Secure Sockets Layer)

SPI Re228EZE5| (Security Parameter Index)

TCP EiaEE Y (Transmission Control Protocol)
UDP BPE¥IERMIY (User Datagram Protocol)

URL F—EREASF (Uniform Resource Locator)
UPnP BAENEENA (Universal Plug and Play)

VPN EEAML (Virtual Private Network)
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ZEHRIE

WAN

WMM

WPA

WPA-PSK

e

I8 (Wide Area Network)

Ti& 28 (Wi-Fi multi-media)

Wi-Fi &R 2N (Wi-Fi Protected Access)

WPA =235 (WPA-Preshared Key)
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