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AP AP
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AP > AP AP  

 

 3 VLAN DHCP  

VLAN  

VLAN  VLAN ID IP /   

 20 192.168.20.1/24 LAN4 

VLAN DHCP  

  DHCP AP DHCP 

  

IP 192.168.20.100~192.168.20.200 

255.255.255.0 

192.168.20.1 

DNS 192.168.20.1 

/ 

1. VLAN  

> VLAN   VLAN    

 

2. VLAN DHCP  

> DHCP > DHCP   VLAN

DHCP    
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 4 AP  

AP  

SSID   VLAN  AP  

SSID 

SSID internet 

/ WPA2-PSK/AES 

UmXmL9UK 

VLAN ID 20 

RF_Default 

AP VLAN 

AP VLAN  

Trunk LAN0 

AP  

SSID 2 

2.4G/5G SSID1

SSID 

2.4G/5G SSID2

SSID 

RF_Defaul 

VLAN AP VLAN 

SSID 

SSID oa 

WPA2-PSK/AES 

CetTLb8T 

VLAN ID 30 

1. SSID  

AP > > SSID   SSID

   

 

2. VLAN  

AP > > VLAN   AP VLAN Trunk

   

  

3. AP  

AP > AP   AP    
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67 

 

 5 AP  

1. AP > AP AP AP  AP   

 

2. AP    

 

 

IEEE 802.1q VLAN  

 VLAN ID VLAN   PVID 

AP 20,30 Trunk 1 

 20 Access 1 

 30 Access 30 

 

 

VLAN DHCP  

 1 VLAN  

VLAN  VLAN ID IP /    

 30 192.168.30.1/24 LAN Access 
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 2 VLAN DHCP  

 DHCP 

 

IP 192.168.30.100~192.168.30.200 

255.255.255.0 

192.168.30.1 

DNS 192.168.30.1 

 3 VLAN  

 VLAN ID VLAN   PVID 

 30 Access 30 

 

---  

 

internet oa  
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6.9  IPTV 

6.9.1   

IPTV Internet Protocol Television

 

IPTV AP IPTV IPTV

 

IPTV IPTV

IPTV  

 

IPTV Tenda AP  

Web AP > IPTV  

IPTV  

 

 

  

IPTV  

IPTV  
LAN IPTV IPTV LAN

 

IPTV  IPTV  
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VLAN  

IPTV VLAN ID  

− IPTV VLAN IPTV

VLAN VLAN Tag  

− IPTV VLAN VLAN

VLAN Tag VLAN ID  

− IPTV VLAN  

AP  

AP  AP IPTV AP AP  

 AP  

MAC  AP MAC  

 

AP IPTV IPTV  

IPTV  

 

LAN0  

6.9.2  IPTV 1  

 

IPTV IPTV IPTV VLAN ID  

IPTV  

 

IPTV  
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 1 

1. Web

2. AP > IPTV

3. IPTV IPTV

− IPTV LAN LAN1

− IPTV

− 

IPTV

LAN1 

IPTV

IPTV

AP 
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4. AP IPTV  

− AP IPTV AP  

−    

 

AP IPTV  

 

 2 IPTV  

IPTV IPTV  

----  

 

IPTV  
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6.9.3  IPTV 2  

 

IPTV IPTV IPTV VLAN 

ID VLAN ID 10  

IPTV  

 

IPTV VLAN  

 

IPTV  

LAN  
 

 

LAN1  
WAN1  

IPTV  

AP3 

PoE  

AP1 
AP2 

  

 

IPTV  IPTV  

IPTV  
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IPTV

 1 

1. Web

2. AP > IPTV

3. IPTV IPTV

− IPTV LAN LAN1

− IPTV

− VLAN VLAN VLAN Tag VLAN ID 10

− 

4. AP1 IPTV

− AP IPTV AP1

− 

AP IPTV
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5. 1 4 AP2 IPTV

 2 IPTV LAN1

 3 IPTV AP

 4 IPTV

ISP IPTV IPTV

----

IPTV
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 7   

7.1  WAN  

Web > WAN  

WAN WAN WAN  

WAN  
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7.2   

 

Web >  

   

 

 

 

 

  

  

  

IP  IP IP IP  
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IP  

 

0  

 
/  

 

0  
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7.3   

7.3.1   

Web >  

/ /

 

 

 

  

  

  

  

IP  IP  

MAC  MAC  

  

 

/  

 

 

/  

 

 

/  
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7.3.2   

 1 Web >  

 2  

 

   

 

 3    

 

0  

 

---  

  



V1.0 

81 

7.4   

 

 

IP 192.168.0.2~192.168.0.50

8:00~18:00 10Mbps 1Mbps=128KB/s

 

 

600  

 

 

 1 Web  

 2  

> >  

 

 3 IP  

> > IP IP  

 IP   
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 4  

 

 

IP  

 

600 

/ 1280KB/s 

1. >    

 

2.    

 

---  

 

IP 192.168.0.2~192.168.0.50 8:00~18:00

1280KB/s 1280KB/s   
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 8   

8.1   

WAN IP

IP  

8.1.1   

Web / > >  

 

 

 1 Web / > >  

 2    
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 3    

 

---  
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8.1.2  IP  

Web / > > IP  

IP  

 

 1 Web / > > IP  

 2    

 

 3 IP    

 

---  

 

  

 IP  

 IP IP IP  

 IP  
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8.2   

8.2.1  IP  

Web / > > IP  

IP  

 

 

  

 

IP  

− IP

 

− IP

 

IP  
IP IP IP IP

IP IP IP IP  

IP IP  IP IP  

 

IP  

 

 IP  

 IP  

 

−  

−  
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IP  

 

 

8:00~18:00

 

 

IP IP

192.168.0.2~192.168.0.50  

 

 

 1 Web  

 2  

/ > >  

  

 IP  IP  
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 3 IP  

/ > > IP IP  

 

 4 IP  

IP  

 

IP IP  

IP  

 

1. / > > IP    

2. IP    
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3.    

 

---  

 

8:00~18:00 IP

192.168.0.2~192.168.0.50  
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8.2.2  MAC  

 

Web / > > MAC  

MAC  

 

 

  

 

MAC  

− MAC

 

− MAC

 

MAC  MAC  

 

MAC  

 

 MAC  

 MAC  

 

−  

−  
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MAC  

 

 

8:00~18:00

 

 

MAC CC:3A:61:71:1B:6E  

 

 

 1 Web  

 2  

/ > >  

 

 3 MAC  

MAC  

 
MAC

CC:3A:61:71:1B:6E 
 

1. / > > MAC    

 MAC  
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2. MAC    

 

MAC MAC ;  

 

3.    

 

---  

 

8:00~18:00 MAC CC:3A:61:71:1B:6E
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8.2.3   

 

0 1023

 

Web / > >  

 

 

 

  

IP  

IP IP  

IP IP  

 

MAC  

 

  

  

  

 MAC  

 

 

 

8:00~18:00

80  
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IP

192.168.0.2~192.168.0.50  

 

 

 1 Web  

 2  

/ > >  

 

 3 IP  

/ > > IP IP  

 

 4  

 IP   
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IP  

80 

 

TCP&UDP 

1. / > >    

2.    

 

− ; 80;20  

− ~ 75~80  

 

---  

 

8:00~18:00 IP 192.168.0.2~192.168.0.50
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8.2.4  URL  

 

Web / > > URL  

 

 

 

  

 

 

− IP

 

− IP

 

IP  IP IP IP IP

IP IP IP IP  

IP IP  
IP IP  

 

 

 

URL  /  
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−  

− 

 

 

 

URL  

 

 

8:00~18:00

zcool.com.cn huaban.com sccnn.com  

 

URL IP

192.168.0.60~192.168.0.100  

 

 

 1 Web  

 2  

/ > >  

 

 3 IP  

 IP  URL  
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/ > > IP IP  

 

 4 URL  

URL  

 

IP IP  

IP  

 

URL zcool.com.cn;huaban.com;sccnn.com 

1. / > > URL    

2. URL    

 

3.    
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---  

 

IP 192.168.0.60~192.168.0.100 8:00~18:00

zcool.com.cn huaban.com sccnn.com   
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8.3  G1  

8.3.1   

Web > >  

 

G1  

 

 

  

 /  

URL   

 DHCP IP  

  

AP  AP  

SSID  SSID  
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− VLAN  

− VLAN  

8.3.2   

Web > >  

USB

syslog

 

USB G1  

 

 

  

 

 

− USB USB USB  

−  

USB  USB USB  

USB  USB USB  

IP  IP  
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 9   

9.1   

9.1.1  WAN  

Web > > WAN  

 

 WAN  

 

 

 

 

  

WAN  WAN  
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WAN  

WAN

5 WAN

10Mbps 10Mbps  

MTU 

MTU Maximum Transmission Unit

WAN  

FTP POP MTU

1400~1500 MTU  

− 1500 VPN  

− 1492  

− 1480 ping  

− 1450 DHCP IP  

− 1400 VPN PPTP  

MAC  

WAN MAC  

MAC

WAN MAC  

 

WAN  

− WAN  

− WAN  

 
WAN

WAN  

  

  

9.1.2  WAN  

 

Web > > WAN  

WAN  
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 WAN  

WAN WAN

WAN  

− WAN  

− IP WAN  

  

WAN

WAN  

WAN   

WAN  

 

 

 

 

  

IP  
WAN IP IP >

> IP  

WAN  IP WAN  

 WAN  

 WAN  
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WAN

− IP 192.168.0.2~192.168.0.100

− IP 192.168.0.101~192.168.0.250

WAN

 1 Web

 2 IP

> > IP IP

LAN 

WAN1 WAN2 

1 

2 

WAN1

WAN2

PoE

IP WAN WAN
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 3 WAN  

1. > > WAN  

2. WAN  

3.    

 

 4 WAN  

> > WAN   WAN  

 

----  

 

IP 1 IP 192.168.0.2~192.168.0.100 WAN1

IP 2 IP 192.168.0.101~192.168.0.250

WAN2   
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9.1.3   

 

 

 

 

− 

 

− WAN  

Web > >  
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IP 0.0.0.0  

 

 

  

 

IP  

0.0.0.0  

  

  

 

 

WAN1

WAN2 IP  
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 1 Web

 2 2 WAN WAN2

1. >

2. WAN 2

3. 

4. >

5. WAN2 IP

172.16.100.0/24 
WAN1 

WAN2 

WAN

LAN 
LAN 

LAN IP: 192.168.98.1 

WAN
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WAN2  

 

 3  

1. WAN2 IP  

> WAN2 IP  

WAN2 IP    DNS 

192.168.98.190 255.255.255.0 192.168.98.1 192.168.98.1 

2.  

 

     

 172.16.100.0 255.255.255.0 192.168.98.1 WAN2 

> >      
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----  
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9.1.4   

Web > >  

 

 

 

  

 

IP 0.0.0.0  

 

 

  

 

IP  

0.0.0.0  
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9.1.5   

 

IP

IP

WAN  

WAN  

Web > >  

   

 

 

 

 

  

  

IP /  IP  

  

IP /  IP  
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Web

IP

192.168.0.2~192.168.0.254 Web

172.16.100.0/24 

WAN1 

WAN2 

WAN

LAN LAN 
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 1 Web  

 2 WAN2  

1. >  

2. WAN 2  

3.    

 

4. >  

5. WAN2 IP    

 

WAN2  

 

 3  

WAN2   
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 IP /   IP /      

Web

 
192.168.0.0/24 1~65535 172.16.100.0/24 1~65535 ALL WAN2 10 

> >      

 

----  

 

192.168.0.2~192.168.0.254 Web  
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9.2   

9.2.1  DMZ 

 

DMZ

DMZ

DMZ  

 

− DMZ  

− DMZ DMZ  

− DMZ DMZ

DMZ DMZ  

Web > > DMZ  

WAN DMZ DMZ

 

 

 

  

 DMZ WAN  

DMZ IP  DMZ IP  

 DMZ  

DMZ  
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Web  

 

− DMZ Web  

− IP Web

Web  

Web  

− 192.168.0.250 

− MAC C8:9C:DC:60:54:69 

− 9999 

 

− WAN IP IP IP

100 IPv4 A B C A

10.0.0.0-10.255.255.255 B 172.16.0.0-172.31.255.255 C

192.168.0.0-192.168.255.255  

− 80 Web DMZ

1024~65535 9999  
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 1 Web  

 2 DMZ  

1. > > DMZ WAN  

 

2. DMZ IP 192.168.0.250  

3.    

 

WAN1 IP 202.105.11.22 

 

 

 

LAN 

 

Web  AP 
 

 

 

DMZ  DMZ IP  

WAN 
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4.  

 

 3 DMZ IP  

DHCP  

Web  

MAC C8:9C:DC:60:54:69 

IP 192.168.0.250 

Web  

1. > DHCP > DHCP    

 

2. DHCP    

 

---  

 

:// WAN IP

:// WAN IP :

 

http://202.105.11.22:9999 WAN IP  

WAN DDNS :// WAN :
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9.2.2  DDNS 

 

DDNS Dynamic Domain Name Server DDNS

WAN IP DDNS IP

 

DDNS WAN IP IP

DDNS DMZ

WAN IP  

Web > > DDNS  

WAN DDNS DDNS

 

 

 

  

 DDNS WAN  

 DDNS  

 DDNS  

 DDNS  

 
DDNS oray DDNS

 

 DDNS  
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DDNS  

 

Web  

 

− Web  

− DDNS Web

WAN IP  

− IP Web

Web  

Web  

− 192.168.0.250 

− MAC C8:9C:DC:60:54:69 

− 9999 

 

− WAN IP IP IPv4

A B C A 10.0.0.0-10.255.255.255 B

172.16.0.0-172.31.255.255 C 192.168.0.0-192.168.255.255  

− 80 Web

1024~65535 9999  

−  
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 1 Web  

 2  

> >  

 

 3 IP  

DHCP  

Web  

MAC C8:9C:DC:60:54:69 

IP 192.168.0.250 

Web  

 IP  DDNS 

WAN1 IP 202.105.11.22 

 

 

 

LAN 

 

Web  

AP 

 

 

 

WAN 

AP 
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1. > DHCP > DHCP    

 

2. DHCP    

 

 4  

DDNS 3322 zhangsan

zhangsan123456 zhangsan.3322.org  

 5 DDNS  

1. > > DDNS WAN

WAN1  

 

2. DDNS 3322.org  

3. DDNS zhangsan

zhangsan123456  

4. DDNS zhangsan.3322.org  

5.    
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6.  

 

DDNS WAN1

 

 

----  

 

:// WAN

:// WAN :  

http://zhangsan.3322.org:9999  

 

Web  

−  

− 
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9.2.3  DNS  

 

DNS Domain Name Server IP IP

 

DNS IP

IP  

Web > > DNS  

DNS  

 

 

  

 IP  

IP  DNS IP IP  

  

 DNS  

DNS  

 

taobao.com jd.com Web  

 

DNS IP 192.168.0.252  
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 1 Web  

 2 > > DNS    

 3 DNS    

1. taobao.com  

2. IP 192.168.0.252  

 

 4 2~3 jd.com DNS  

 

----  

 

taobao.com jd.com Web  
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9.2.4  IP  

 

IP IP IP  

443 HTTPS 80 HTTP 21 FTP  

Web > > IP  

  IP  

 

 

  

IP  IP  

IP  IP IP : IP  

 

IP IP  

 

0  

  

 IP  

IP  

 

1.1.1.1 Web  

 

IP IP 192.168.0.252 HTTPS
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443  

 

 1 Web  

 2 > > IP    

 3 IP 1.1.1.1  

 4 IP 192.168.0.252  

 5 443  

 6    

 

----  

 

1.1.1.1:443 Web   
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9.2.5  UPnP 

UPnP Universal Plug and Play UPnP

BitComet AnyChat  

Web > > UPnP  

UPnP UPnP  

UPnP UPnP

 

 

9.2.6   

 

 

Web > >  
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/

WAN

LAN

LAN3

LAN3 
LAN 

WAN1 

AP
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 1 Web  

 2 > >  

 3  

 4 LAN3  

 5 LAN1 LAN2 LAN4 WAN1  

 6    

 

---  

 

Wireshark  

9.2.7   

 

IP

 

Web > >  
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IP  IP  

  

  

 TCP&UDP  

 WAN WAN  

  

  

 

 

Web  

 

− Web

9999  

− DHCP Web IP

Web  

Web  

− 192.168.0.250 

− MAC C8:9C:DC:60:54:69 

− 9999 
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− WAN IP IP IPv4

A B C A 10.0.0.0-10.255.255.255 B

172.16.0.0-172.31.255.255 C 192.168.0.0-192.168.255.255  

− 80 Web

1024~65535 9999  

−  

 

 

 

 1 Web  

 2  

 

WAN1 IP 202.105.11.22 

 

 

 

LAN 

 

Web  
AP  

 

 

 IP  

WAN 
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IP 192.168.0.250 

9999 

WAN1 

Web 9999 

TCP 

1. > >  

2.    

3.    

 

 

 

 3 IP  

DHCP  

Web  

MAC C8:9C:DC:60:54:69 

IP 192.168.0.250 

Web  

1. > DHCP > DHCP    

 

2. DHCP    
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----  

 

:// WAN IP

://WAN IP :

 

http://202.105.11.22:9999  

WAN IP  

WAN DDNS :// WAN :

 

 

Web  

−  

− 
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9.2.8  DNS  

DNS Domain Name Server IP IP

DNS IP  

DNS IP

IP  

Web > > DNS  

/ DNS DNS  
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9.3   

9.3.1  WEB  

 

LAN WEB

WAN  

Web > > WEB  

WEB  

Web  

 

 

  

WEB  / WEB  

 WAN WAN  

IP  

IP  

− IP

 

− IP

IP IP  
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WEB

WEB

Tenda

WEB

 1 Web

 2 > > WEB

 3 WEB

WAN1 

IP 202.105.88.77 

LAN

Web
AP



V1.0 

140 

 4 WAN WAN1  

 5 Tenda IP 202.105.88.77  

 6    

 

----  

 

Tenda IP 202.105.88.77 http://o95ju9jc.cloud.tendacn.net:8080
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9.3.2   

Web > >  

 

 

 

  

WAN Ping 

/ WAN Ping  

Ping WAN IP Ping

Ping  

DDoS  

/ DDoS  

DDoS Distributed Denial of Service DDoS

 

ARP  

/ ARP  

ARP MAC  

 DHCP  

Web  

Web  

− HTTPS Hyper Text Transfer Protocol Secure HTTP

SSL/TLS

HTTPS  

− HTTP Hyper Text Transfer Protocol

 

Web  
WEB
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9.3.3   

 

SSH

 

Web > >  

 

 

 

  

 /  

 
RSA

 

IP  IP IP  

  

 SSH  
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SSH  

 

 1 Web  

 2 > >  

 3    

 

SSH  

 

SSH  

 1 SSH Putty  

 2 Connection type SSH  

 3 Host Name or IP adress  
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 4  Open  

 

----  
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9.4  VPN

9.4.1 

VPN Virtual Private Network

VPN

VPN

PPTP Point to Point Tunneling Protocol，点对点隧道协议 L2TP（Layer 2 Tunneling 

Protocol，二层隧道协议）。 

− PPTP PPP IP IP

− L2TP PPP

9.4.2  PPTP/L2TP

PPTP/L2TP PPTP/L2TP

PPTP/L2TP

Web > VPN VPN

VPN VPN

WAN LAN WAN LAN 
VPN
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VPN  

/ VPN  

VPN  

 

VPN PPTP L2TP PPTP L2TP VPN

PPP  

− PPTP VPN PPTP  

− L2TP VPN L2TP  

WAN  VPN WAN  

IP /  
VPN IP VPN PPTP/L2TP

WAN IP  

 

VPN VPN  

 

 
VPN

PPTP VPN  

VPN  VPN  
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 VPN  

 VPN  

 VPN  

VPN  

PPTP VPN  

VPN  

VPN  

− PPTP 113.88.112.220  

− PPTP admin1 

 

 1 Web  

 2 > VPN  

 3 VPN  

 4 PPTP WAN WAN1  

 5 VPN IP 113.88.112.220  

 6 VPN VPN admin1  

 7 VPN  

 8    
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----  

VPN  

  



V1.0 

149 

9.5  IPv6 

9.5.1   

IPv6 Internet Protocol Version 6 6 IPv4

IPv4  

IPv6  

IPv6 128 8 4

IPv6  

− n IPv4 ID  

− 128-n IPv4 ID  

 

 DHCPv6 

IPv6 DHCPv6 Dynamic Host Configuration Protocol for IPv6 IPv6

DHCPv6 IPv6 /  

 SLAAC 

IPv6 SLAAC Stateless address autoconfiguration

RA IPv6 /  
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9.5.2   

Web > IPv6 >  

WAN IPv6 WAN IPv6

 

  

LAN IP DHCPv6 SLAAC

DHCPv6+SLAA 

 IPv6

 

 

IP  

 

IPv6 IP DNS  

 

WAN IPv6

 

 

WAN DHCPv6 SLAAC IPv6 WAN IPv6

IPv6  
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 / WAN IPv6  

IPv6   

DNS  

WAN DNS  

− DHCPv6 SLAAC DNS  

− DNS  

DNS 
IPv6 DNS  

 

DNS DNS  
DNS 

 

 WAN  

 

WAN  

− WAN IPv6  

− …  

− 

 

 WAN IPv6  

IPv6  WAN IPv6  

 IPv6  

 WAN IPv6  

DNS 

WAN / IPv6 DNS  

DNS 
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IPv6  

 

 

  

 

 / WAN IPv6  

IPv6   

IPv6  IPv6  

IPv6  IPv6  

DNS  

WAN IPv6 DNS  

IPv6 DNS  

DNS 
IPv6 DNS  

 

DNS DNS  DNS 

  WAN  
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WAN  

− WAN IPv6  

− …  

− 

 

 WAN IPv6  

IPv6  WAN IPv6  

 IPv6  

 WAN IPv6  

DNS 

WAN / IPv6 DNS  

DNS 

9.5.3   

Web > IPv6 >  

VLAN IPv6   

VLAN IPv6  
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VLAN  IPv6 VLAN  
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ARP Address Resolution Protocol

CHAP Challenge Handshake Authentication Protocol
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DDoS Distributed Denial of Service
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MPPE Microsoft Point-to-Point Encryption
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NAT Network Address Translation

PAP Password Authentication Protocol

PFS Perfect Forward Secrecy
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SA Security Association
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SMTP Simple Mail Transfer Protocol

SSID Service Set Identifier

SPI Security Parameter Index

TCP Transmission Control Protocol

UDP User Datagram Protocol

URL Uniform Resource Locator
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VPN Virtual Private Network

WAN Wide Area Network

WMM WiFi Multimedia
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