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10.4.5 IPSec

9%

IPSec (IP Security, IPZ2M) B2—RIINNNES, ARIMNEEBRN L2 REMEXLIE.
HRRBSWT:

= HERELN

HEARN, B IPSec FHMAVEIENIIRIRI, IPSec S FHBIRIV M “EHRI" it R,

- [EE (Tunnel) #&z0: 1BINFERY IP 3k, BEBTHILEMXZEER. FRNED P
EBEMAFRITE AH (Authentication Header, $£5I&EB) 2 ESP (Encapsulating Security
Payload, fEZ2HMA) Sk, AH D ESP KUK ESP R SRR EEAE— TN IP
HEeH,

- &4 (Transport) #&z: FAHTREEMN IP LI, BEATENMENZENEE. REER
EHIEWAIITE AH 3 ESP 3k, AH 3 ESP kA% ESP AP HUBHMEER IP &

KIEH.
P ps fesmEst
AH | IP | AH | Data | |IP|AH | IP | Data|
ESP | 1P | ESP | Data [ESP-T| | 1P |ESP| IP | Data | ESP-T|
AH +ESP | IP | AH | ESP | Data |ESP-T| | IP [AH [ ESP| IP | Data | ESP-T |
= RERX

15BH IPSec TIREMIM XIRE (ZEMBEKEHEZE), Z2MXZEA UFE IPSec MEIBEHITLZERIP, &
MR A B FIEN,

" |PSec XK

IPSec IR N Im RAMEFRA IPSec SFHF AR, BEEMPNEFR (ZENX) 2BLZE2EHLIVE, BLXEETMELZ
B Z2EXE (Security Association, SA),

= SA

SA BBENFHREXNELERNAE. W, EAMMHMIN (AH, ESP, BEMELESR) . MINATREL
(RHiE=. BRIEEN) . MIZEE (DES. 3DES. AES). HEMAPRIPEIEBNHZZIAURZANED
BIEAE

SA BBLATHHE:
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- H{SPI (Security Parameter Index, ZE£2#X5|), B IPibit, Z2MARREI=A

ME—HRiR.
- ERE THIRSCHTEMAIE: N BiA. B,

- SARHBM@H, AMITNFERZENN@RE, ROFEMD SA KD ENEIER
HITRERP, B, MRMPNERRLENER AH 1 ESP R#HTREBE, WEtX
TN E BRI E—TIRITHY SA,

- SARIAFHEIEISEA IKE (Internet Key Exchange, BEXMEZAARIR) MEEMN.

FoET: REEZR, BIZ SAMBNENEELINFIRE, BEAFG—EaRHE
(40 ERSEFMWA) . LERY, SARBLERRE, BRIFFIMER, SNKAZH,
FitBLERE. —MRBT/NEGFSHER, SBENNFRRENERDNIER.

KE BxithE: BEEEE, REERE IKE ELEERNES, BIoH KE BihE
SERIZEFUF SA, LAY, SABAGER, STENEH, BETZeM, —RETH.
ABINSNEINE,

= EISANAR

FahiEir

FoIEcE SAFBENEEMER, SFANERE. MM, MBEE. NEBEWEA. SPIHES,
IKE BEhHE

BEERN, ATHRILESNMEE, IPSec BIEXNS HEEMBULE RGNS BRI BIEHIT IR
B, NEREREIZYINABENBZEMEEH, X—IEEH IKE T,

IKE 2 ISAKMP. Oakley. SKEME X="MIYABEEK,

- ISAKMP: Internet Security Association and Key Management Protocol, BExMZ S M
BAIZIAEIEIN, ZMIORIRE AN SA el 7 —MEZS,

- Oakley: BHMEMIN, HMIFEA T BARILAIE AN,
- SKEME: R2BARMBEANG, ZMIGER T 5 Oakley FEINI A — BRI 5,
IKE thi g iz AT B e
- e

BERDBMERIRINER R, MBEEEFLZERIN, HEIT—1 ISAKMP SA, BTEME 2 ALk

BZER
BiRsepid izl T
1. MERIA-RIEESZLERIN, BRIFEFERNGERREENZZRIN,

242



ZERARA V1.0

2. RIEMHEZRBENNENZERINTEL DH (Diffie-Hellman) AHE, BFE#HEE,
3. NHMAWIE, BH[BIMHAZZAL RN FAEGIEM,

- HrER2

EBER 1 ZIZRY ISAKMP SA £ IPSec hEIEIRRY SA, BII—FAT IP BURREEHAY IPSec SA,
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WAN [ IPSec 4308 WAN [, IPSec Mm% &9 “(ZimM < itiit” SR IHE O/ IP ik,
IPSec HURRIEIZEMER,
IR - BFEER: BERTHINZENXZENEIR.
- (EiE BEATENMNEN. TSN EEE,
LS EEE 1% IPSec HEERIER,
IPSec BEIERITHEED ,
- EaEER EoENiE e RERE,
- MR EER: SR RERE,
s ONERD: SENIRAEEER
(A
B IPSec BFEMIHENR BN MM EER”, BUSSFE IPSec BIEEIIELMN,
7 IPSec IRIEZ2RSHININ,
- AH: Authentication Header, $3IEE, MY EEIRMHEUEREMRITIRE, FEUER
XAEEHERRPRER, MIERSBETESIENERZIRY.
BB IN - ESP: Encapsulating Security Payload, EZeM#i, ZNa M SRR T 4T
WE, EIBIBETINER, X, EMERXEEMIRETEEIR, S thELIRERGI AL
- AH+ESP: EIFRERE LR FAmFF i,
IPSec BEXT iR Mg WAN O IP it sgis s .
17U P S @if%
BRI, EEEXIHEM* FIZE DDNS II8E, HERXTiHM*< WAN O IP fthik & 4 2514t
B, 8200 IPSec BOBRIER .,
NI E2R BB ER /BT E . B9 AESHERH9 LAN O IP #ihER 192.168.0.1, FMERS
2RI P R R ER / 488D . N .
N 255.255.255.0, MIAHAMWER/Biski<E RN 192.168.0.0/24,
- IPSec BEIE X i M X< B M A ER /BT E . BEXIRE—A4FEEN, NS EREN 1285
7 A P ) £ / 148

8 IP #hht/32”,
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BIPELI—BuNE

BothEl, ATHRIEEENTAZRMY, IPSec BENF HBEFRRILLEENEIVE BRI EIEF1T INZ AR
2, FINEBERIZVINATENELTEMEE, X—IRZEH IKE T, IKE 2 ISAKMP, Oakley.
SKEME X="1MYBRE IR,

- ISAKMP: Internet Security Association and Key Management Protocol, BEExMZ 4%
BAZHAEEMIN, ZMRIIRE AR SA HEiRE T —MER.
- Oakley: BERAEIMY, XA T B IRAI R IAANH,
- SKEME: Z2BBARIMANEI, ZMHAR T 5 Oakley REIHI S —FhZEHHIIRAH,
IKE thEd 20 AR e :

BAER 10 BEWRSBIMESIRINEE A, MBEEFRZERIN, HEI—ISAKMP SA, BTEME 2 H
ZERMEZER.

BrER 20 {EAFER 1 REIZAY ISAKMP SA )y IPSec L2 MEMINNESEL, B IPSec SA, BT XA
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SRR
FRRRIR iR
IKE BYER 1 FORIBIRT,, 1ZRIBIRI IS X imig EEE .
st - Main: F183, HEXANARIRIRNZ, RESHRIF, ERTNEMNRIPERRSNIEE.
=5
- Aggressive: BFERIET, XFRENED, EXAFNREEMDRIFE, WARRIRXD, WERE
1R, EATNEMDRIFERASHIGE.
NAT KE 2ENINEEE. BHBRZISUTINSBEA:
- DES (Data Encryption Standard, #IBINZSnE) : EF 56bit FWEREAXS 64bit BUEHITINE,
iai=8s 64bit &R/ 8 (IATHF BRI, 3DES NN =5 DES, {FA=" 56bit WZAHETINE,

- AES (Advanced Encryption Standard, BZRIIZHnE) @ AES 128/192/256 RinERKER
128/192/256 bit ZEAHITINE

SERMINEE

5

AT IKE RIERRIER A, BEEER N TRIEEA:

- MD5: Message Digest Algorithm, EEREEE. N—EBEF4 128bit FEERE, LB
EWER,

- SHA1: Secure Hash Algorithm, LZ2BFIEE, W—EEEF4E 160bit HE2ME, b MD5
B

Diffie—Hellman
bag il

Diffie-Hellman B/AMABEE, BT 4ANE IKE BENSIERS.

b
fr#

74t 1D 2

A KRR,
- P bt AHEER B EMEAXI N WAN [ 1P it 533 5% R < 1 .

- FQDN: Fully Qualified Domain Name, T2 &1&EE, MRS K ID"MANETRANEEF
8, ATFEXIHMXDE. “Kith ID”5izimMN &8 “Xin D" tAFEE,

(Giss

i 1D KA S5 XU ID KERIRET N, MR ICSIER B0 Aggressive,

XU 1D ZEEY

XU P K AR o
- P 3thib s AN K EIAXS I K AERE WAN O IP ik # AT .

- FQDN: Fully Qualified Domain Name, St2&1&E %, LIEAE “Xif ID"MANEFRAERT
B, BFSAMMANE., “XiH D" 5imiE M <8 “at ID” L FitEE,

E//EI%‘\

AR 1D KA 5 XU ID KERIRET N, MR ICSIEI S0 Aggressive,
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FTRAT 54AA
R4S AR IPSec SA By TFRTIE],
PFS (Perfect Forward Secrecy, StEMRIMLZEM) RFMHFRF IKE MER 2 AR — TR
B, ZEPEVMESMER 1 WEERNEAM RSB EaREL, XERME IKET MER 1 MR EEWM IR,
PFES MER 2 WBPEMAREZE,

WERREER PFS, MER 2 RARRIEMER 1 ERNBAMRETE, —BENER 1 AR,
BT RIPEERIRENMER 2 BBAthE G, XRBTERPIINSNBERE.

BRMEA N —FNRE

S

BN AN FINREN, MTE (IUBENIN "AH+ESP” R RE)) ,

ERHmEa T FEhEE v
ESPINEEZ DES v
ESPNETETA
ESPIAIEESE MDS v
ESPIAIE=4H
ESPFMHSPI
ESP3EASPI
AHIMESE MD5 e
AHIAIEESH
AHZMHSPI
AHZEEASPI
SRR
FRRAIR AR
URE IR SR ‘ESP” I EIRE ESP MBE L, WHRTIFUTMBREE:
Eop - DES: {#F8 56bit (A% 64bit BUBHITINE, 64bit MWE/E 8 AT EHBRK., SDES A=
B DES, {FH=" 56bit WBHHITNE,
- AES: AES128/192/256 RnMERIKEN 128/192/256bit B EAFHITINE
ESP mn# %4  ESP MNEEH. IPSec BIENHEEFRIT—H,
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HRREHIERE "ESP Y, HIRE AHINER A, B8

e8> 5 U N IIEEIA:

BIRE ESPINEE TR, HBEMIOEE AR,

- MD5: S—EHEF4E 128bit HHEEE, BhlEEEWEN,

- SHAT: N—EBEEF4 160bit AHERE, th MD5 EXEAR,

ESP/AH TAIE
%

HREMHIEREESP RS, FIRE ESPINERA; SBEMIOLRE AR, FIRE AHINERH.

IPSec BIENHIRBEFBRIT—H,

M SPI B4,
ESP/AH FME
SP SPI SpEX IR F il IMYER=NSHMERIMRA— IPSec T2 B8, WASBETH“HN
SPI"{&4EME.
H\ SPI 334,

ESP/AH #HAN
SPI

SPI SRREIIRM KbLE . LB =TS HHABRIR—1 IPSec Z2EKE, HANSBEIIRAT I

SPI’{E#8ME.

i IPSec HEiE———(EHER

HANTIHE: E52EE2s Web BEI2TIHG, & 8% > VPN RS, > TIPSec) TiH, miEEie=N, A

i
EELIA

p=|

HiZIPSec

TEERIVEE ERR”,

AREEMESNSHY, RO W AR,

Fid=1 *=H
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WANLC WANZ

HEEL 5T
"

HrEEL MEEE
Mm% 3DES
FEEEIHEEE SHA1
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SRR
NRREIR WiER
IPSec FFE2/%H IPSec ThEE,
WAN O IPSec £ 20H WAN O, IPSec Mimig &I “mimM it ” SBE N IEE AT 1Ptk
IPSec IR SRIEL
HEER - RERD: BERTEINREMXZENET.
- EEE BERTENNEN. ENEMXZENEE.
[lesERzE 1% IPSec EZII B,
IPSec BXBRITHETIET
- REER ETRENHAREEE,
- - MR EART . FENIRREIEE,
E//EE?%?\
B4 IPSec BFEMIHEIRE N MNERX", BUSSFE IPSec BBRIIKN,
NATF IKE RTENINEEE. BHBISUTNEEE:
- DES (Data Encryption Standard, #UEINZ4nAE) © {£F 56bit FIZREAIT 64bit 2R
~ 1703, 64bit WER/G 8 I T B4, 3DES M= DES, {#FA=" 56bit AYZF5H
MEBEA T
HITINE,
- AES (Advanced Encryption Standard, SZRINZRE) @ AES 128/192/256 RiRfE
AR 128/192/256 bit BIBRHEHITINE.
N AT IKE 2TERNIIEEE. BHBRISUTRIEEA:
- MD5: Message Digest Algorithm, HERMEEA, S—ESHEF™5E 128bit ASHEN
SR I EA E, BIEEEREN,
- SHA1: Secure Hash Algorithm, ZE&EFIEZE. SN—EHEF4E 160bit B ERE,
tE MD5 SRR fZ
MEZE=H BMAWRN AN ZEZR, SESHIHEMNKIZERF—H, REKN 128 /.
&EE IPSec SA

BATIHE: EFEEHz: Web BIET1EE, R T8%1 > VPN RS, > TIPSec 3%,

IPSec FXIEMImIRETTMECES, ERILATE IPSec FIFRFEE IPSec SA,
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IPSechlz @
& SPI bl il HOER ZEWHY AHEHIESE ESPIESZ ESPINEBE X
SERA
FRERIR AR
BN IPSec BEERR,
SPI IPSec B%iERY SPI (Security Parameter Index, Z£2#&35|) , H IKE BahEEH.

SARIAME (in: A out: FWH) .

7T BT IPSec SA 28 @k, FIILY IPSec BOBRINETE, SEBERFE—XEHHERE in
F0 out B9 IPSec SA,

BeSEri IPSec BXIE M imAI M it
R IPSec BXEMImHIA RSB E

SR BFERANZE N,
- ESP(Encapsulating Security Payload, #iEZ2HE): EiHXSIHRIEBE XY
KNEDNBIREHATING, AP RERTRHENGSEARIERATEEE N ES
ZEMY (ZMINEEMXTRPERRZ, REMRY) .
- AH(Authentication Header, #£3IEE8): ZMIUSNENRIBEETEUENE, BFFEIED
PRk, ANEBEBHTNEG, BHREEEEREERPIBERER, WZBIEESSEE

i
AH BEEDE LEWCN AH R, SHRIREERRIRIEEA,
ESP IIEEE L2 ESP Y, HRIREERIIEEE.
ESP INEEE L2 ESP Y, HRIREERIMEBEERE.

10.4.6 IPSec VPN B2 & 2445

HAWFR

R SEM D A S EEREEHEES G500-F #HITWEIERE, HMINEANEEREN, 22
MILEIASIAEBEMER, N, NEER. A OAl ERP &%, CRM R4, IH
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10.5 IPv6

10.5.1 MR
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- WEEIS: n b4y, 85T IPva #itPagE D,
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B
= DHCPV6
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BB E Y. DHCPVE BRSZ23 A BALE F Ao B IPv6 Hhilt/BIgR A E A ML EL B S 2.
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11.2 HlETH
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11.2.2 Tracert

Tracert AT EHE B M IS 233 EARENAT T ROBEH .
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11.2.3 MEITH

METIH, FAIENEREENEIERE T2 PRERDT.

BATTE: SxZEME Web BIETHSE, ~fi TR > THIETLAR,,

ARXE, BRNETTE TEXNE RO ERSIEEHITIME,

BISEHFERHES LANA OMRERRIHEES, LANA O IP #ititA 192.168.0.250, EF VLAN_Default,

MATINE
S} BRIEKHSE Web EIETIE, Rifi TRl > THEIR),

HIE 2 EETEAMETR”,
HIB 3 EEREEHFEEN VLAN 20O, 4615 “VLAN Default”,
HIE A N LANA O IP #hfif, Z<f19192.168.0.2507,

LIRS IRFEIEMINEEDR, AEINALLT,
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HsIE
1H i | =
O VLA I
B IPERAAC it 192, 166.0.250 HE ]

ST MEERER, IREFERDELEN-

TR 8 RS o pcap LR XHRE T HEIARMEBM, FTUBIMEHHE (WireShark) ITHEE.
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ROERRIRER IP 3 MAC ik, AZRTRIMEX VLAN FATA R OREIERS .
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SNSRATIERY IP ihiEEE MAC IETEREPAREFE, HAEFMREN VLAN EZOTF, AR
EIRFNIRX .

ORISR ALL R EE ICMP, TCP. UDP 1 ARP PUf# iy,

- ICMP: Internet Control Message Protocol, Bl Internet $#54l3R32 11X, AT & IP
FHl. BHARZEERRFES, SENEENE. FNESA. BHESATA
%,

- TCP: Transmission Control Protocol, BIEIGIEZREENN. B = /R IBFEIL
EE, BiSHNEIRREE, RERTIHRAIGHNEN, W Telnet, FTP,

- UDP: User Datagram Protocol, BENFEEFPEUIERIMY. UDP £ E1E B Avi% D15 i%
OEE, BINAEEEE, oSS #Lx, £ UDP 1IARE B35 DNS. SNMP
%,

- ARP: Address Resolution Protocol, BIHtHEERITIY, ZARIE IP i SRERY IRt
#9—D TCP/IP ¥,
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11.2.4 AP $FEIZHT

HEATE: Ex2EH: Web BIETTEE, Rift TTHR) > THIREIA.

X2, IWeILAAT AP BIBEI2HT, 1RIE AP B MAC HiitEE AP MIER, BIEELIER. P ittt ME
P éj\éﬂo

>

AT AP HFEI2HT:
BRIEEXNMNEFRE— AP (BRIt l C8:3A:35:A3:70:30) #1727,

S} ZRIRHSE Web EIETE, Rt TTRI > THEIR),

L2 EET TR RN AP BEEIOHT,

HIE 3 EANEIZHTAY AP A9 MAC HitiE, {59 “C8:3A:35:A3:70:307

5% 4 sl
HETEH
I8 APEIIESET
AP MACHEHE CB:34:35:A43:70:30
=R

MERZ, ZEREFERE FAHXE, MTFER.

SHE R

269



ZERARA V1.0

11.2.5 RETIZH

FNTIE: SxEMAEes Web EIETTHIG, /&t TTHR1 > THEIA],

E , /L;\E_]-L/{H:L TR )L.l/litﬁ, Eggéﬁﬁﬁﬁ *EEE’J’U(/L:\ =h |_;\o

HATRSISHT:
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11.2.6 #¥EOEBR

HEATE: Ex2EH: Web BIETTEE, Rift TTHR) > THIREIA.

ARE, GIMERREROGEE, SRMIERO. FifE0. BEEO. VLAN EBUEO ., F14E0F VLAN
REMFEOEAIE VLAN #2ORARL, 18 VLAN 9 1 B4R VLAN EliED; ROzl SSID K
N

PITER:

S ZRIERHESE Web EIZTIE, KRili TTRI > THEIR),

S 2 EER TR NEOER
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11.3 HEHD

BEANTIE: E5F2iEH2E Web BT AEGE, =i TTHE) > THESO,

E , B AEEKRAZRICRKA /L;\{l:l Do

HEROICR T BHSNASEE. BEASHEITES. EBNEKEE, o] UM BEH30EEERHT
BHIE.

11.3.1 RZHE

ARG AFICRASGITHXEGER, W DHCP B, $h5HAEE, R MMERFAN HSEEE
=P

; 2024-08-31 2024-08-31
BEE IhEEER

2024-08-31 10:32:38 Sync time success! system system
2 2024-08-31 10:23:42 Sync time success! system system
3 2024-08-31 10:02:31 3322ip register failed. system wan
4 2024-08-31 10:00:46 connect to 3322ip host success. system Warn
5 2024-08-31 10:00:29 wanl up system system
& 2024-08-31 10:00:29 Get ip success system wan
7 2024-08-31 10:00:27 LCF down system wan
a8 2024-08-31 10:00:27 wanl down system system
9 2024-08-31 09:23:31 Sync time success! system system
10 2024-08-31 08:38:59 Sync time success! system system

HEICRI BB RSN ARGRI B0, MR ESICRIEDER, 1570ERIREBHS0R ST E, FTEA
B A GoRY (8] TUE MBS 2 A R SR 18]
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11.3.2 ¥EAE
REHBICERAPNEARHTIRE, EFHE. BEETE, o FMINERFEN BELEEIEE,
BIEEE @

LHSH cuEE | ERES i 2024-08-31 2024-08-31

L ——
Es BHERTE L HEMS BEE ThEEmEE
1 2024-08-31 10:32:37 192.168.0.67 login webserver success. admin login
2 2024-08-31 09:23:31 192.168.0.67 login webserver success. admin login
3 2024-08-31 08:38:58 192.168.0.67 login webserver success. admin login

HICE B AR HEFR RS B0, RiRR ARIC R B/ER, B EmRERHEEN RSN, AT
B A ) TUE AR E B R ZRRO R ST AT E).,
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]E EIL;\-LE%%/)L * :\@ PJ:?&#{DILI\O /n\a-:I—Fj:_Lﬂ:

: 2024-08-31

LAN1(Electric Port) is DOWN.

LAN1(Electric Port) is DOWN.

EfTHSE
L pousas
s EEE R RN EEEEEEEEEEEEEEEEEEEEEEREE
EFS EERE L BEAE
1 2024-08-31 10:32:11 LAM1(Electric Port) is UP.
2 2024-08-31 10:32:08
3 2024-08-31 10:28:44 LAM1(Electric Port) is UP.
4 2024-08-31 10:28:42
5 2024-08-31 10:00:32

WANZ(Electric Port) is UP.

e E VAR FTES

2024-08-2

HEHICRA B MR R0 R SR B0, AR EH ISR &R, 5

B AR ZoRY (8] TUE MBI A R ZTAT1H]
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REInITRAR 1% 140 4854 2770
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Al D HVECE .

a0, SENEHEEHT T AENRE, FEESITHREBRTFAVASHIMEE, SBRHESXNNIMERFTK, I
NEZVOHZEE#HTEN: SBNERIIHT 7R EUFREE, FJURERARRENEEN Y.
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EXE, BRI HRHTEDHIRERE,

EHikcE

BB 1 EFIEHEZE Web EIETIHE,
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-/I-f—qg% 3 /#\i T_'E‘-llﬁ o
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