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Preface

Thank you for choosing Tenda!

This user guide walks you through all functions onAK8000 Whole Home Mesh \WHI6 System
which can be managed on both the web Ul and &dpthe screenshotand product figuresherein,
unless otherwise specified, are taken frénx12.

QT\P

Theweb Ul of different models may differ. Theeb Ul actually displayed shall prevail.

The AB000 Whole Home Mesh WAiI6 System may include multiple devices. Each of them may
be referred to as &Meshdevice","device" or "router" in this user guiddhe whole of them may
be referred to as the "Mesh system".

Conventions

The typographical elements that may be found in this document are defined as follows.

Item Presentation Example

Cascading menus > Sydem >Live Users

Parameter and value Bold SetUser Nameo Tom

Variable Italic Format: X XX XXXXXXXXX

Ul control Bold On thePolicypage, click th©Kbutton.

Message a € ¢KS a{dz00Saa¢ YSaal3asS I LILJ

The symbols that may be found in this docurhare defined as follows.

Symbol Meaning
This format is used to highlight information of importance or special interest. Ignc
@NOTE this type of note may result in ineffective configuration, loss of data or damage tc
device.

QTIP This format is used to hitjght a procedure that will save time or resources.



Formore documents

If youwant to get more documents of the device, visitvw.tendacn.conandsearch for the
corresponding product model.

The related documents arlisted as below.

Document Description

It introduces the basic information of the device, including product overview,

Data Sheet . . e
selling points, and specifications.

It introduces how to set up the device quickly for internetess; the descriptions

Quick Installation Guide of LED indicators, ports, and buttons, FAQ, statement information, and so on.

Technical Support

If you need more help, contact us by any of the following means. We will be glad to assist you as
soon as possible.

Global: (8% 75527657180

(China Time Zone)

United States: 8005705892

g P g
\\ (Toll Free: 7 x 24 hours) M support@tendacomen
Hotline Canada: 8889988966 Email

(Toll Free: Mon Fri 9 am- 6 pm PS)T

Hong Kong: 008521931998

(1)
https://www.tendacn.com/
Website



http://www.tendacn.com/
https://www.tendacn.com/

Revision History

Tendais constantly searching for ways to improve its products and documentation. The following
table indicates any changes that might have been made sinckI¥i® was introduced.

v1.0 2022-03-28 Original publication.
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Get to know your device

(§ Get toknow your device

This chapter introduces thproduct inthe following sections:

Product overview

Appearance



Get to know your device

1.1 Product overview

The Whole Home Mesh WHi6 Systenprovides powerful WFicoveaageand seamless roaming
experiencewith multiple nodesworking under one unified networkt features easy installation,
free networking, and flexible management on both welkabdl app. EasyMeshadsosupported
for the product tointerwork with devicesof other brands.

1.2 Appearance
1.2.1 LEDndicator

This product has only one indicator. Its behavior varies in different sfagedescribed in the
following table.



LED indicator

LEDnNdicator

Sage

Before networking

During networking

Internet
connection
(primary node)

WPS

Reset

Batch upgrade

Status

Solidgreen

Blinking green slowly

Blinking green slowly

Blinking green quickly

Solid on

Blinking red slowly

Solid green

Blinking red slowly

Blinking green quickly

Recovered

to the

original light state

Blinking green quickly

for 2 minutes

Blinking red quickly

Blinking
quickly

Solid yellow

yellow

Get to know your device

Description
System started
Waiting for networking

Connecting to other nodeis the same kibr
waiting to connect to other nodes

QT\P

This status only exists during the fifsine
networking.

Networking by the Mesh button

Networking completedind internet
connection succeeded

. Solid green: The signal is good.
. Solid yellow: The signal is fair.
. Solid red: The signal is poor.

Networkingsucceeded while internet
connection failed

Internet connection succeeded
Internet connection failed

WPS started
DSPAOS O02yySOlGAy3aX

Device connected
WPS connection failed
Reset completed

Batch upgrade succeed

Batch upgrade failed
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1.2.2 Buttonsand Pors

\
\ @/ \
\ \ /
\ /
A 4
The following table describes thienctions of the buttons and ports on the back of product.

Jack/Port/Button Description

Meshbutton.

. Asanetworking button: Press this button on this dedfor about 1 to 3 seconds.
The LED indicator blinkgeenfast, which indicates the device is searching for
another device to form a network. Within 2 minutes, press theSHoutton of
another device for 1 to 3 seconds to negotiate with this device.

MESH . As ade-networking button: Press this button for about 8 seconds and release it

when the LED indicator blinks red fast. The node is restored to factory settings.
also removed from the network and no longer automatically joins in again.

QT\P

Do not hold down tke MESHoutton for 8 seconds ulessnecessary.

Reset button.

RESET When the device completes startup, hold down this butt@ing aneedlelike item
(such as a pin) for about 8 seconds, and then release it when the LED indigdtsr
red fast If the LEDndicator blinks green slowlyhé device is reset successfully.

LAN/IPTV multiplexing port, LAN port by default
LAN3/IPTV P gp P y

Whenthe IPTV function is enablethis port is used as the IPTV port only.

LAN2 LAN port
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Jack/Port/Button Description

WAN/LAN multiplexing port, YWN port by default

. Whenthe device is used as the primary node, this port is used as the WAN por
WAN/LAN1 connectyour optical modem, DSL modem, cable modenbaradband network
port.

. When the device is used as the secondary node, this port is used as tipotAdI
connect your computer, switch, gaming console.

POWER Power jack

1.2.3 Label

The bottom label shows the login IP addrdgl\C address, serial numb8SID, and password of
the device The following i@n example of what the label might look like:

www.tendacn.com

Tenda Made In Chine

AX3000 Whole Home Mesh Wi-Fi6 System
Model: Mesh12X Power: 12V ==1.6A
Login address: http://tendawifi.com

FCCID:

MAC: XOOCOOOOKX SSID: XXX
SN: 2OCOCOOOOOCKOXKAX Password: XXOOOOXKX
This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions: (1) this device may not cause harmful interference, and

(2) this device must accept any interference received, including interference that
may cause undesired operation.

C€ [H[ B e

& v.a@&[i@ @w@

Model: Specifies thelevicemodel.

Power: Specifies the power of theevice

LoginAddress Specifies the default address useddgin to the web Ulof the device

FCC IDSpecifies thé&ederal Communications Commission ldentification nunab¢ine devie.
MAC Soecifies the MAC address thie LAN port othe device

SSIDSecifies the default Wi name of thedevice

SN Specifies the serial numbegquired if you need technical assistance to repair your device.

Password Specifies the default Wri password of thedevice



Web Ul operations

This chapter introduces all functions and operations available on the web Ul, including:

Quicksetup
Brief introduction to the Web Ul

Network status

Internet settings

Wi-Fisettings

Client management

Parental control

More advanced settings

Some functions and operations are also available on the Tenda WiFi app. For deta&ilBPsee
operations



Web Ul operations

2.1 Quicksetup

The device kiyou purchased includamultiple devicesYou can choose one of them to work as the
primary node and others as the secondary nodes to extend your netvibrgsectiondescribes

how to connect thedevicesand enable internet access through the quick setup wizard. It contains
the following sections

Connect your primary node
Connect your primary node to the internet
Extend your network

2.1.1 Conrect yourprimary node

Gonnect your primary node with a modem
To connect your primary node with a modem:

Step 1 Power off your modem.

Step 2 Use the included Ethernet cable to connect INAN/LAN1port of the primary noddo
your moden.

Step 3 Power on your modem

Step 4 Power on the primary node, and wait until the LE8i¢ator blinks green.

---End

Gonnect your primary node without a modem
To directly connect your primary node without a modem:

Step 1 Ensure that thenetwork connection status of your Ethernet device is normal.

Step 2 Use & Ethernetcable to onnect theWAN/LAN1port of the primary nodeto the LAN
port of the Ethernetdevice.

Step 3 Power on the primary node, and wait until the LED indichgiits solidgreen.
---End

2.1.2 Connect your primary node tthe internet

After connecting youprimary node you carcompletequick setupfor internet acces$y following
the instructions on theveb Ulwizard. This wizard only occurs upgour first setup.

To connect your primary node tihe internet through the quick setup wizard:

Step 1 Use an Ethernet cable to conngaiur computer to theLAN2or LAN3/IPTVport of the
primary node

QT\P

The default WiFi name and passwoihn be foundn the bottom label of thelevice
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Step 2 Start a browser on theomputerand entertendawifi.comin the address bar to access
the web UL.

< C @ tendawificom ® ¥ & i

Step 3 dick StartNow.

Tenda English +

Welcome to Tenda NOVA

Faster, Safer, Smoother, Smarter

,

¢ = E\, Scan to download Tenda WiFi
{ app
E J Manage your router easily L

If your internet cainection is normal, the following page is displayed and you can
continue the setup irstep4.

Tenda English

Internet access is a few steps away!

@ ° 3 4

Detect Internet Internet Settings WIFi Settings Complete

Connection Type
© Detection succeeded. Recommended internet connection type: PPPoOE

ISP Type Normal

Internet Connection Type  PPPoE

Select this type if you access the internet using the PPPoE account and PPPoE password
PPPoE Usemame

PPPoE Password

If your internet connection is abnormal, the following page is displaiRedify the
fault as instructed on the pageand clickDetect Again
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Tenda English «

Internet access is a few steps away!

® : : :

Detect Internet Intemnet Settings WiFi Settings Complete
Connection Type

Detection error

1. Ensure that the Ethernet cable for internet connection is
connected to the WAN port of the router

2. Ensure that the Ethernet cable is not damaged and well-
connected, and the PPPoE moedem or optical modem is
powered on

3. If the problem persists, please contact your ISP,

You can also choose Ignore and continue sefup

Step 4 Set ISP Typelnternet Connection Typand other parameterss requiredThen, click
Next

Tenda English v

Internet access is a few steps away!

© @ a 4
Detect Internet Internet Settings 'WiFi Settings Complete
Connection Type

@ Detection succeeded. Recommended internet connection type: PPPoE

ISP Type MNormal

Internet Connection Type PPPoE

Select this type if you access the intemet using the PPPoE account and PPPoE password
PPPoE Username

PPPoE Password

The following table describes the parameters displayed on this page.



Parameter ascription

Parameter

ISP Type

Internet Connection
Type

PPPoE Username
PPPoBPassword
IP Address
Subnet Mask
Gateway

Primary DNS
Secondary DNS

Address Type

DNS Settings

Web Ul operations

Description

Fecifies the type of your ISP, suchNrmal, Russa, Unifi, Maxis, Maxis-Spedal, and
Manual. Parameters required for each option may differ.

Refer to the following to choose your connection type:

. Normal, Unifi, Maxis, and Maxis-Special Select these options when yolBP
provides no setup informatiorexceptfor the PPPoE user name and password, ¢
static IP address information.

. RussiaSelect this option when youSP provides dual access information, such .
PPTP, L2TP connection information.

. Manual Select this option when yodEP provides VLAN IDarrhation, besides
the PPPoE user name and account, or static IP address.

If you are still not sure, contact your ISP for reference.

Srecifieshow your Mesh deviceconnecsto the internet, including:

. PPPoERuwssia PPPaEselect this type if you access the internet using the PPPoE
account and PPPoE passwdriissia PPPdE available only wheypou setISP Type
to Russia

. Dynamic IPSelect this type if you can access the internesimyplyplugging in an
Ethernet cable.

. Static IP Slect this type if yowvant to access the internet using fixed IP
information.

. Russia PPTHRussia L2T.Prhesdypesare available whelSP Typés set toRussia
If you selecRussia PPT& Russia L2T,Rhe VPN function will be disabled

Whenthe internet @nnectiontypeis PPPoBou need to enter the user name and
password provided by your ISP to access the internet.

When theinternet connection type is static J§ou need toenter the fixed IP address
information provided by your ISP.

QTIP

If your ISP providesnly one DNS server, you can legsecondary DNBlank.

Whenyou setlSP Typéo Russiathis parameteris required.

- 7 A

It specifies the métod for obtaining IP address informationa® OS&a a G KS
network, where the internal resources of the ISP are located.

This parameter is required only whéBP Typés set toRussialt specifieshow the
WAN port DNS address obtained which isAuto by default.

. Auto: TheMesh deviceobtains a DNS server address from the DHCP server of t
upstream network automatically.

. Manual: The DNS server address is configured manually.

10
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Parameter Description

Server IP

Address/Domain

Name These parameters are used fatsng up internet access in the dual access network
environment.Whenyou setlSPType to Russiaand Internet Connection Typé¢o

User Name Russia PPTér Russid_.2TRthese parameters are required.

Password

Internet VLAN ID Whenyou selectManual for ISPType, you can configure these parameters.

QT\P

IPTV VLAN ID Internet VLAN ID0s required, whildPTV VLAN I3 optional Blank VLAN ID indicates
that the IPTV function is disabled

Step 5 Set parameters as requiredand clickNext

QT\P

If you do not want to usa password, seledfiot encrypted In this caseany client can access the
network without a password. This option is not recommended as it leads to low network security.

To use the same password favi-Fiaccess angveb Ullogin, keepSet WiFi password toouter
login passwordselected, which is the default setting

To use different passwords for WA access and web Ul login, deseleet WiFi password to
router login password and setWi-Fi Nameand WiFi Passwordor Wi-Fi login and_ogin
Passwordand Canfirm Passwordor web Ul login.

English =

Internet access is a few steps away!

Complete

WiFi Name NOVA_9JK3_A3

WIFi Password — seeseess Not encrypted

Set WiFi password to reuter login password
Login Password

Confirm Password

Step 6 If the following information is displayed, the quick setup for internet access is finished.
dick Complet.

11
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English »

Internet access is a few steps away!

~

Configuration completes. You can access the internet now

NOVA_

---Bnd
Now you can access the internsith:
Wired devices: Connect to the LAN ports of your node

Wireless dewies: Connect to your Wi network using th&Vi-Fi nameand password
you set

12
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2.1.3 Extend your network

Upon your first login, the following information is displayed to tell you how to extbasetwork
with secondary nodes in the same.Kib extend the netwrk with other nodes, seédd a node

Package Networking X
Wireless Networking Wired networking
Power the rest nodes on until they complete Use an Ethemet cable to connect the two nodes
starfup. (LANZ port or LAN3 port)

In about 2 minutes, when the LED indicators of
the nodes turn to selid on, the networking is
successful.

Toextend your networkvith secondary nodes in the same:kit

Step 1 Connect secondary nodéy following the instructionsdlisplayed asshown in the
preceding figure

When the LED indicators sécondary nodebght solid geen, the networking is
successful

Step 2 Relocate the secondary nodes tqeoper position

QT\P

Ensure that the distance between any two nodes is less than 10 meters.

Keep your nodes away from electronics with strong interference) aisanicrowave ovens,
induction cookers, and refrigerators.

Place the nodes in a high position with few obstacles.

Step 3 Power on the secondary nodes agaiMait urtil these LED indicators blink green slowly.

13
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QT\P

If the LED indicator @nysecondary node blirdgreen slowly for more thaB minutes, move it closer
to the primary node.

Step 4 Observe the LED indicaswf the secondary nodes until the LED indicatght one of
the following colors:

® Solidgreen Networking succeeds. Excellent connection quality.
Solid ydow Networking succeeds. Fair connection quality.
® Solid red Networking succeeds. Poor connection quality.

If any secondarpode's LED indicator lights solid red, relocateyirepeatingSeps 2to 4.
---End
Now you can access the internet with:
Wireddevices: Connect to the LAN ports of your nodes

Wireless devices: Connect to your-Winetwork using the Wi name and password
you set (All nodes share the same-F/name and password.)

14
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2.2 Web Ul

Thissectionintroduces basic information of the web,Wicluding

Log in to the web Ul

Log out of the web Ul

Change the language

Web Ul layout
2.2.1 Log in to the web UI

To log in tothe web U] perform the following steps:

Step 1 Use an Ethernet cable to conngaiur computer to theLAN2or LAN3/IPT\port of the
primary node or use your smartphone to access the-#network of the primary node.

In the following steps, computer connectiggused for illustration.

QT\P

The default WiFi name and passwoighn be foundn the bottom label of thevieshdevice

Step 2 Start a browser on theomputerand entertendawifi.comin the address bar to access
the web UL.

<« C @ tendawifi.com & 2

Step 3 Enter your password, and clidlogin

English ¥

Welcome to Tenda NOVA

~ & E:], Scan to download Tenda WiFi
73 app i
E] J Manage your router easily X

15
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QT\P

If thisis your first logirand internet access is not configuregb toConnect your primary node to
the internet.

The password is the one that you specifisdConnect your prirary node to the internetlt is
casesensitive If you forgt the password, go téorgot my password

—End

2.2.2 Log out of the web Ul

If you log in to the web Ul of thdesh deviceand perform no operation withi® minues, the
Mesh devicdogs you outiutomatically You caralsolog out by clickingexitat the top right corner
of the web UI.

2.2.3 Change the language

The default language displayeddrglish You can select another langudgem the dropdown list
in the uppe right corner.

English ¥

Welcome to Tenda NOVA

2.2.4 Web Ul layout

The web Ul of thdesh deviceconsists ofwo sections, including theavigation barand the
configuration areaSee the following figure
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Welcome to Tenda NOVA

O =

Network Status Internet Settings

Tenda

Network Status

T 0.01Mbps

0.02Mbps

v’

Internet

Connected

Network Topology

3 [
= ] a%

WiFi Settings Client Management Parental Control

= 2.4GE5G: HOVA_SJK. ..

~

IMesh Node

2 node(s)

= Controller

Web Ul operations

Dowmload App English Exit

More

(

Client

3 client(s)

OTIF'

Features displayed in gray are not available or cannot be configured under trentaondition.

No. Name Description
Navigation bar

Configuration area

Usedto modify or view your configuration.
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2.3 Network status

This module allows you td@ew basic network infortion, including controller and agent
information, and perform quick setup on nodes, such as adding a node;lmkeoptimization,
rebooting all nodes, and tumg on/off all indicators.

Thissectionincludes the followingparts:

Network status

Network topology

2.3.1 Network status

To viewthe networkstatus:

Step 1 Log in to the web Ul
Step 2 ChooseNetwork Status
Thefollowing page is displayed.

Network Status

T 0.01Mbps 9 = 2.4G&5G: NOVA_SJK...

v 0.00Mbps v g
o Internet IMesh Node e Client e
Connected 2 node(s) 3 client(s)

---End

The following aible describes the information displayed undéatwork Status

No. Description

Indicatesthe internet connection status.
1 . Gonnected The primary node is connected to the internet successfully.

. Disconnected The primary node is disconnected from the imiet.

The information here varies depending on the internet connection status.
. X.xxMbps: The internet is connected successfuliyydthe reattime uploadand download
speeds aredisplayed as shown in the figurabove
2 . Connecting The primary node is amecting to the internet.

. Other information (for examplé\lo Ethernet cable is connected to the WAN pprihe
internet connection failed. Click the prompt message to view tips for troubleshoatitige
problem persists, contact technical support for el

3 Indicatesthe number of Mesh nodes connected in the network.
4 Indicatesthe Wi-Fi nameand frequency band
5 Indicatesthe number of clients connected in the network, including secondary Mesh nodes.
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2.3.2 Network topology

To view the basic informationf the network topologyand perform quicloperations

Step 1 Login to the web Ul
Step 2 ChooseNetwork Status

Thefollowing page is displayed.

Network Topology

= Controller

® Excellent » Agent

QOO0

Fair
= Poor

Offline

---End

The following table describes the information displayed undetwork Topology

No. Description

Explains the node status indicated by different calor
. Green The node isonnected and theetworkingsignal is good

1 . Yellow. The node is connected and timetworkingsignal is fair
. Red The node is connected and thetworkingsignal is por.

. Grey. The node is offline.

Form anetwork topology. For details, ségontroller informatiorand Agent information

Used toAdd a node

Used forOneclick optimization

Used toReboot all nodes

N o o b~ wWwN

Used toTurn on/off all indicators

19



Web Ul operations

Controllerinformation

To view the informatioraboutand perform quick operatioson the controller (primary node)and
clientsin the network:

Step 1 Log in to the web Ul

Step 2 ChooseNetwork Status Then, click-cooer - under Network Topology
The following dialodpox is displayed.

Node Info X
o Node Name Connection Quality LED On/Off Operation
Controller P
il O
Main Network Device(2) Curent Negatiation Bandwidth Control Operation
Speed Speed P
MININT-UDEPFER  ~
o Aese 192 1550103 0KB/s Upload:  uUnlimited
. 100Mbps Local Host
F OKE/s Download:  uniimited
0KB/s Upload:  unlimited
. 866Mbps Add fo blacklist
OKB/s Download:  Uniimited
e Offline Device(1) Current Speed Negotiation Speed Operation
Nova ¢
6 - - OMbps Add to blacklist
MAC Address:C0:9A:D0:56:26:70

—End

The following table describes the informati@md operation shortcutslisplayed undeNode infa
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No. Description
This arealisplays thénformationand operation shortcigof the primary node, including
. Node Name: Indicatesthe name of primary node, which @ontrollerby default You can
change the name by clickin~ besidePrimary Node
. IPaddress Indicatesthe IP addressf the LANport of the primary node.
. MAC addressindicatesthe MAC address of thieAN port of theprimary node.
. Uptime: Indicatesthe network connectiortime of the primary node

. GonnectionQuality: Shows theconnectionsignal strengttwith the primary node You can

hover your mouse ove to see the strength value.

. LED On/OffProvides a button for turning on/off the LED indicator of the primary
node.You can use this function to check which device you are operating.on/off all
indicatorsprevails tothis operation.

. Operation Provides a button for rebootingthe primary nodeand a button for
resettingthe primary node.

QT\P

Resetting clears all configuratisand restores the device to factory settings. Please omandth
caution.

This area displays the information and operation shortcuts of main netel@ks, including:

. Clientname:You can change thdientname by clicking
. |IPaddress Indicatesthe IP address of thelient
. MAC addressIndicatesthe MAC address of thelient.

. Uptime: Indicatesthe network connectiortime of the clientandthe networking mode, such as
Wired, 2.4Gand5G

. Qurrent Speed Indicatesthe reattime uploadanddownloadspeeds.

. Negotiation SpeedIndicatesthe speed of negotiation.

. Bandwidth Control Used to set thenaximumupload and download speeds, including:
T Unlimited: Thespeed is not limited.
T 128 KB/$256 KB/s Themaximum speed is limited to 128 KB/s or 256 KB/s.
T Qustom (KB/s) You can set any speed in the range of 1 KB/s to 256000 KB/s.

. Operation:

1 Local HostIndicates that thiglientis thelocal host, which is theomputer connected to
the primary node in this example. For the local host, no operation is available here.

1 Add to blacklist Used toblacklista client Once blacklistedhe clientcannot access the
internet throughthe Mesh system
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No. Description

This area displaytbe information and operation shortcuts of offlirdients including:

. Clientname: You can change tlsentname by clicking
. MAC addresslIndicatesthe MAC address of thaient

. Qurrent Speed Unavailable.

. Negotiation SpeedDisplays the speed of g@tiation.

. Operation: Provides a Add to blacklistbutton for blacklistingclients Once blacklistedhe
clientcannot access the internet throughe Mesh system.

QT\P

A maximum of 20 offlinelientscan be displayed here. dientwill be automaticallydeleted from
the list if it is offline for 3 days. dlientis displayed unde®ffline Deviceafter it is disconnected
from the network for 90 seconds (wiradient)/60 seconds (wirelesdient).

Agent information

To view the information about and perform qkioperatiors on the agents (secondary nodes) in
the network:

Step 1 Log in to the web Ul

Step 2 ChooseNetwork Status Then, click-#="* underNetwork Topology
The following dialog box is displayed.

Node Info X

Node Name Connection Quality LED On/Off Operation

Agent

---End

The following table describes thaformation and operation shortcuts displayed undéode infa

Parameter Description

Indicatesthe name ofa secondarynode, which isAgentby default. You can change

Node Name
the name by clicking,
IP address Indicatesthe IP address ad secondary nde.
MAC address Indicatesthe MAC address @fsecondary node.
. Indicatesthe network connectiortime of the secondary nod@ndthe networking
Uptime mode, such adVired, 2.4Gand5G
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Parameter

Connection Quality

LED On/Off

Operation

Add a node

D/NDTE

Web Ul operations

Description

Shows theconnectionsignal strengtiwith the primary node You can hover your

mouse over il to see the strength value.

Provides a button for turning on/off the LED indicator of the secondary
node.You can use this function to check which device you are operatimg.on/off
all indicatorsprevailsto this operation.

The available options include:
: Used toreboot the node

: Used toremowe the node.Removinga node will narrow the WFi coverage,
and the removed node will no longer join theroent network automaticallyTo
add a removed node agaigo to Add a node

The node to be added must support the EasyMesiXmesh protocol.

The node to be addechust be locatedvithin the signalcoverageof the primary node.

Amaximum of nine nodes can be addeda Mesh network

To add a node

Step 1 Login to the web Ul

Step 2 ChooseNetwork Status Then, click underNetwork Topology

Step 3 Follow the instructions displayed.

Add Node

Ensure that the primary node is connected to the internet,
and new node is powered on and in factory settings.
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Add Node X

&

1. When the LED indicator of the new node blinks green
hold down the MESH button, and the LED indicator blinks
fast.

2. Within 2 minutes, hold down the MESH button on the
primary node, and the LED indicator blinks fast.

Previous

Add Node X

=]

When the LED indicator of the new node tums to solid on,
the networking succeeds.

You can also choose or

Previous

If the LED indator of new noddightssolid onand the new node is displayed Metwork
Topology thenode is added successfully

---End

If you cannot add a node by following the preceding instructions, try the following two methods by
clickingScanning networkingr Wired networkingshown in the preceding figure:

To scan a new node

5

Step 1 dick Scanning networking
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Add Node X

Searching node... Please wait

Put new node nearby the primary node (within 3 meters) to ensure that
it can be searched

Cancel

Step 2 Select a node, and cliokdd.

Add Node X

New Node Found:

@ SN:EC471010122M0000T0

How to check the SN of a node?

Step 3 Wait until the ongoing process is complete.

25



Web Ul operations

Add Node X

Added successfully

If the LED indicator of new nodightssolid onand the new node is displayed in
Network Topology the node is added successfully

---End

To perform wired networking, clidWired networkingand follov the instructions displayed.

Add Node x

Wired networking

Use an Ethernet cable to connect an added node to the
LANZ2 port or LAN3 port of the new node

Tips: Ensure that the new node is in factory settings

If the LED indicator of new nodightssolid onand the new node is displayed Network
Topology the node is added successfully
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One-click optimization
To optimizethe WiFinetwork with one click:

Step 1 Log in to the web Ul

Step 2 ChooseNetwork Status Then, clicka underNetwork Topology
Step 3 ClickOK

Tips X

U Do you want to optimize WiFi network?

he device collects and analyses the surrounding WiFi environment information and adjusts

such configurations as channel and bandwidth to optimize the networking qualit

process takes some time and the WiFi network will be disabled. Enab

After you clickOK the WiFi netwak is disabled and it takes some time for the
optimization process. Wait until the network is enabled again.

---End

Reboot all nodes
To reboot all nodes by one click:

Step 1 Log in to the web Ul

Step 2 ChooseNetwork Status Then, click®© underNetwork Topology

Step 3 ClickReboot Wait until all nodes are restarted.

Reboot X

U Do you want to reboot the device?

—Dwring the reboot, all connections are cut off.

he reboot takes about 45 seconds. Please reboot the device in relatively idle periods

---End

Turn on/off all indicators

QTIF‘

Thisoperation prevails to LED indicator operations for each nodeSandrt power saving
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To turn on/off indicators of all nodes by one click:

Step 1 Login to the web Ul

Step 2 ChooseNetwork Status Then, click underNetwork Topology
The indicators turn on/off immediately.

---End
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2.4 Internet settings

By configuring the internet settingspy can achieve shared internet access (IPv4) for multiple
users within the LAN.

If you are configuring th#&¥eshdevicefor the first time or after restoring it to factory settings,
refer to Connect your primary node fihe internetto configurethe internet accessifter that, you
can change the internet settings by following the instructions in this chapter.

Thissectionincludes the followingparts:
Overview

Access the internet with a PPPOE account

Access the internet through a dynamic IP address

Access the internet with a set of static IP address information

Set up dual access connection

2.4.1 Overview
QT\F’

Parameters for interneacessare provided by your ISP. Contact your ISP for any doubt.

To access thmternet settingspage log in to the web Uland tooselnternet Settings

Thefollowing page is displayed.
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Internet Settings

Network Status

Uptime

ISP Type

Internet Connection Type

PPPOE Username

PPPOE Password

Server Name

Service Name

MTU

IMAC Address Clone

DNS Setlings

Web Ul operations

Connected

Shour(s) 47minute(s)

Normal

PPPOE

1480

Default MAC

Default MAC Address:50:2B

Auto

The following table describesi¢ parameters displayed on this page.

Parameter @scription

Parameter Description

Indicatesthe internet connection status.

. Qonnected The internet connectio is successful.

Network Status

displayed

Uptime
ISP Type

Internet Connection
Type

PPPoE Username

Indicatesthe network connectiortime of theMeshdevice

See Parameterdesaiption in Connect your primary node fihe internet.

PPPoE Password
IP Address
Subnet Mask

Gateway

30
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. Other information (for exampld\o Ethernet cable is connected to the WAN pri
The internet connection failed. Perform troubleshooting accordingthe tips



Parameter
Primary DI$
Secondary DNS
Address Type
DNS Settings

Server IP
Address/Domain
Name

User Name
Password
Internet VLAN ID
IPTV VLAN ID

Server Name

Service Name

MTU

Web Ul operations

Description

Displayed after you clickdvancedif the connection type is PPPOE.

They specify thePPPoEserver name ath PPPoEservice name of the broadban
service that you purchased.

If you obtain the service name and server name from your ISP when purchasir
broadband service, you can change them on this page after completing the int
settings. Otherwise, keeé default settings.

Displayed after you clickdvanced

It specifies thdargest data packet transmitted by a network deviB® not change
the valueunless

. Your ISP or our technical support suggests you change it when you have ps
connecting to your ISP or other internet sendce

. You use VPN and encounter serious performance problems.

. You used a program to optimize MTU for performance reasons, and now you
connectivity or performance problems.

QTIP

A wrong/improper MTU value nyacause Internet communication problems. F
example, you may be unable to access certain Websites, frames within Wel
secure login pages, FTP or POP servers.

The MTU value range is as follows:

. When the internet connection type is PPPoE, the defaaltier is1480. Its allowed
range is1280to 1492.

. When the internet connection type is dynamic IP or static IP, the default val
1500. Its allowed range #&280to 1500.

. When the internet connection type is PPTP/L2TP, the default value is 14C
allowed range i4.280to 1460.
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Parameter Description
Used to clone and change the MAC address ofileN port of primary node

If the primary nodecannot be connected to the Internet aftémternet settings the
reason may be that théSPbindsinternet access iimrmation to a MAC address. /
this point, perform MAC address clone and try to surfititernet.

MACAddress Clone pefa it MAC Keep the factory setting of MAC address.

. Clonelocal Host MAC. Set the MAC address of thMesh deviceto the same as
that of the device which isonfiguring theMeshdevice

. Custom Manually set a MAC address.

Qustom MAC Required when you seledCustomfor MAC Address Clonender Advanced You can
Address enter the customizedACaddress here.

2.4.2 Access the internet with a PPPoE account

If the ISPprovides you witithe PPPoOE user name and password, you can choose this connection
type to access the interneThe application scenario is shown below.

Optical fiber
Smartphone
@ WAN port LAN port gi
Ethernet cable Ethernet cable
(Optical) Modem Mesh device Computer

To access the internet with a PPPoOE account

Step 1 Log in to the web UJandchooselnternet Settings
Step 2 SetISP Type

@T\P

If you selectManual for ISPType, enter Internet VLAN IDandIPTV VLAN IDf any) provided by your
ISPBlank VLAN ID indicates that the IPTV function is disabled

Step 3 Setinternet Connection Typéo PPPoE
Step 4 Enter thePPPoE Usernanend PPPoE Passwoptovided by your ISP.
Step 5 ClickConnect
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Internet Settings
Network Status  Disconnected
ISP Type Normal

Internet Connection Type PPPOE

Select this type if you access the internet using the PPPoE account and PPPoE password.

PPPoE Username

PPPoE Password

Wait until the network status changes @onnected then you can access the internet

Internet Settings

Network Status ~ Connected

---End

QTIF‘

If there is noresponse from the remote servegroubleshoot as prompted undedetwork Statuson
the Internet Settingspage

2.4.3 Access the internet througla dynamic IP address

Generally, accessing the internet throughlilynamic IP address is applicable in the following
situations:

Your ISP does not provitlee PPPOE user name and passwordamyother
information including IP address, subnet mask, default gateway and DNS server.

Youalreadyhave a router with internet access and want to add anotioerter.
The application scenario is shown below.

Optical fiber Smartohione
WAN port LAN port
Ethernet cable " Ethernet cable
(Optical) Modem Mesh device Computer
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Toaccess the internet through dynamic IPdaelss

Step 1
Step 2

Step 3
Step 4

Log in to the web Uland choosénternet Settings

SetISP Type

rie

If you selectManualfor ISPType, enter Internet VLAN IDandIPTV VLAN IDf any) provided by your
ISPBlank VLAN ID indicates that the IPTV fundsatisabled

Set Internet Connection Typéo Dynamic P.
ClickConnect.

Internet Settings

Network Status ~ Disconnected
ISP Type Normal

Internet Connection Type Dynamic IP

Wait until the network status changes @onnected then you can access the internet

Internet Settings

Network Status ~ Connected

---End

2.4.4 Access the internet with a set of static IP address
information

When your ISP providg®u with information including IP address, subnet mask, default gateway
and DNS server, you can choose ttenectiontype to access the internet.

Toaccess the internet with a set of static IP address information:

Step 1
Step 2

Step 3

Log in tothe web UJ and choosénternet Settings
SetISP Type

QT\P

If you selectManual for ISPType, enter Internet VLAN IDandIPTV VLAN IDf any) provided by your
ISPBlank VLAN ID indicates that the IPTV function is disabled

Set Internet Connection Typéo StaticlP.
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Step 4 SetlP AddressSubnet MaskGatewayand Primary DNSandSecondary DN&ith the
information provided by your ISP

Step 5 ClickConnect.
Internet Settings
Network Status Disconnected

ISP Type MNormal

Internet Connection Type Static IP

IP Address
Subnet Mask
Gateway
Primary DNS

Secondary DNS

Wait until the network status changes @onnected then you can access the internet

Internet Settings

Network Status  Connected

---End

2.4.5 St up dual accessonnection

In countries like Russia, the ISP may require you to set up dual access. One is for access to the
AYGSNYySGi GKNRdzZAK ttt29Y tté¢t 2NI[H¢tX FyR GKS
the ISP is located through DHCP or statedidPess If your ISP provides such connection

information, you can set up dual access to access the internet.

Toset up dual access connection:
Step 1 Log in to the web UJand choosénternet Settings

Step 2 SetISPTypeto Russia

Step 3 Setinternet Connection Typewhich isRussia PPTIR this example, and fill in required
parameters.
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ISP Type Russia

Internet Connection Type Russia PFTP

If you select Russia PPTP or Russia L2TP, the WPN function will be disabled
Server IP Address/Domain Name
User Name
Password
Address Type Dynamic IP Address Static IP Address

DNS Settings Auto

Step 4 SetAddress type and fill in required parameters.
Step 5 ClickConnect
Wait until the network status changes @onnected then you can access the internet

Internet Settings

MNetwork Status Connected

---End

2.5 Wi-Fisettings

Thissecion introduces basic Wi settings, includinghanging the WFi name passwordand
encryption mode and separating the 2.4 GHz and 5 GHz networking.

Thissectionincludes the followingparts:

Basicsettings
Separate the 2.4 GHz and 5 GHzZRMetworks

2.5.1 Basicsettings

To access th@Vi-Fi settinggage,log in to the web UlandchooseWiFiSettings.

On this page, you can configure b@8ViFi parameters, such as the WiFi name and password.
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WiFi Settings

Unity 2.4 GHz & 5 GHz

WiFi Name NOWA_
Security WPAZ-PSK (Recommended)

WIFi Password  seseeeess

Thefollowing table describes the parametadsplayedon this page.

Parameter description

Parameter Description

Used to enable or disable the Unify 2.4 GHz & 5 GHz function.

Unify 2.4 GHz & 5 When this function is enabled, the 2.4 GHz and 5 GHziWetworks share theame

GHz SSID angassword WiFienabledclientsconnected to it will use the frequency with
better connection qualityFor details, se Separatehe 2.4 GHz and 5 GHz-Wii
networks

WiFi Name Fecifies the Wi networkname (SSIDYf the corresponding/Vi-Fi network.

Jecifies the encryption mode supported by theshdevice including

. Not encrypted Indicates thatthe Wi-Fi networkis not encrypted and any clients ca
access the networlithout a passwordThis option is not recommended as it lead
to low network security.

. WPA2PSKRecommended)The network is encrypted with/PA2-PSK/AES

Security . WPA3SAE/WPAZPSKThe network is encrypteditih both WPA3SAE and
WPA2PSKimprovingboth security and compatibility

QT\P

WPA3SAE is the upgraded version of WHPSK. If your Wienabledclientdoes not
support WPASSAE, or you get poor WiFi experience, it is recommended to use
WPA2PSK Recommended.

Jecifies the password for connecting to the-Winetwork.You are strongly
recommended to set a \ARki password for security.

QT\P

WiFi Password
It is recommended to use the combination afmbers, uppercase letters, lowercase
letters and special symbola the passwordo enhance the security of the Vi
network.
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2.5.2 Separate the 2.4 GHmd 5 GHz W¥Finetworks

TheMeshdevicesupports both 2.4 GHz and 5 GHzRNMhetworks, which are unified and only one
Wi-Fi name is displaykby default

Toseparate theWi-Fi names of the two networks

Step 1 Log in to the web Uland choos&ViFiSettings
Step 2 Toggle ofUnify 2.4 GHz & 5 GHz
Step 3 SetWiFi NameandWiFi Passworaf each WiFi network

Inthis example, the 2.4 @&z Wi-Fi network is name8lOVA 9JK3_A&nd the 5 GHz \Aki
network is namedNOVA 9JK3 A3 5G

Step 4 ClickSave

WiFi Settings

Unify 2.4 GHz & 5 GHz

2.4 GHz WiFi
WiFi Name NOVA_9JK3 A3
Security WPAZ-PSK (Recommended)
WiFi Password (i) sessssess
5 GHz WiFi
WiFi Name NOVA_9JK3_A3 5G
Security WPAZ-PSK (Recommended)

WiFi Password (i) sessseess

The following message is displayed, indicating that the settings are saved successfully.

© Saved successfully

---End

Nowyou can connect to the \ARi networksusing different WAFi names and passwad
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2.6 Client management

Thissectiondescribes how tananage your clients, including:

View client information

Change a client name

Add a clientt the blacklist

Remove a client from the blacklist

Delete an offline client

2.6.1 View client information

To view information otlients

Step 1 Log in to the web Ul

Step 2 ChooseClient Management

QT\P

The information of all clients is displayed by default.

To view information of only thelientsconnected to the controller (primary node), select the
controller from the dropdown list box undeClient ManagementThe contrder name is
Controllerby default. You can change it@ontroller information

To view information of onlglientsconnected to an agent, select the agent from the dogwn

list box underClient ManagementIfyou have multiple agents and you keep default names for
them, multipleAgentwill be displayed in the dregdown list box undeClient ManagementYou
can change the agent namesAinent information

To view informatian on blacklistedclients chooseBlackliston the right.

The following page is displayed.

39



Web Ul operations

Client Management

All Nodes Blacklist

Current Negotiation

Main Network Device(1) Speed Speed

Bandwidth Control Operation

MININT-UDEFFER

OKBfs Upload:  Unlimited
1000Mbps Local Host
1KB/s Download:  Uniimited
Guest Device(0) Current Speed Negotiation Speed Operation
No Data
Offline Device(1) Current Speed Negotiation Speed Qperation
HUAWEI_P30-360d3356¢...
B - OMbps Add to blacklist

---End

The following table describes the information and operation shortcuts displayed Didsmt
Management
No. Description

This area displays the informati@nd operation shortcuts of main netwockents including:

. Clientname: You can change tlebentname by clicking
. IPaddress Indicatesthe IP address of thelient
. MAC addressindicatesthe MAC address of theient

. Uptime: Indicatesthe network connectiontime of the clientandthe networkingmode, such as
Wired, 2.4Gand5G

. Qurrent Speed Indicatesthe reattime uploadand downloadspeeds.

. Negotiation SpeedIndicatesthe speed of negotiation.

. Bandwidth Controf Used to set thenaximumuploadand download speeds, including:
T Unlimited: The speed is not limited.
T 128 KB/$256 KB/s The maximum speed is limited to 128 KB/s or 256 KB/s.
T Qustom (KB/s) You can set any speed in the range of 1 KB/s to 256000 KB/s.

. Operation:

I Local HostIndicates thathis clientis the local host, which is the computer connected to
the primary node in this example. For the local host, no operation is available here.

1 Add to blacklist Used to blacklist alient Once blacklisted, thelientcannot access the
internet throughthe Mesh system
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No. Description

This area displays the information and operation shortcutsliehtsconnectedto the guest
network, including:

. Qurrent Speed Indicatesthe reaktime upload and download speeds.
. Negotiation SpeedIndicatesthe speed of negotigon.

. Operation: Provides a\dd to blacklistbutton for blacklistingclients Once blacklisted, the
clientcannot access the internet throughe Mesh system

This area displays the information and operation shortcuts of oftllignts including:

. Clientname: You can change tlsentname by clicking
. MAC addressindicatesthe MAC address of thdient.
. Qurrent Speed Unavailable.

3 . Negotiation SpeedIndicatesthe speed of negotiation.

. Operation: Provides ar\dd to blacklistbutton for blacklistingclients Once blacklisted, the
clientcannot access the internet throughe Mesh system

Amaximum of 20 offlinelientscan be displayed herd clientis displayed unde®ffline Device
after it is disconnected from the network for 90 seconds (wickeht)/60 seconds (wireless
client). Aclientwill beautomaticallydeleted fromthislist if it is offline for 3 days.

2.6.2 Changeaclient name

You can changene names of altlientsconnected to the networlon the web UIHere changing
the name of main netwxk clientis used as an exampl&he operatiosfor changing otheclient
namesare similar.

To change the namef aclient

Step 1 Log in to the web UJand choos&lient Management

Step 2 dick beside theclientname.

Client Management

All Nodes Blacklist

Currant Napgtiafion Bandwidth Control Operation

Main Network Device(2) Speed Speed

MININT-UDEPFER
,,,,,,, : KBS Upload: = Unlimited

10Mbps Local Host
OKB/s Download: | Unlimited

Step 3 Enter a new narme and click
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Client Management

All Nodes Blacklist
Main Network Device(2) Csuprerzzt Neg:g:gon Bandwidth Control Operation
Local hos{
. OKB/s Upload:  Unlimited
10Mbps Local Host
0KB/s Download:  Unlimited

The newclientname is saved.

---End

2.6.3 Add aclientto the blacklist

If you find any unknowulient connects to your network and you want to block it from accessing
your network, you can blacklist it here. Alilentsconnected to the netwdt can be blacklisted
except the local host. Here blacklisting a main netwadidntis used as an example. The operations
for blacklisting otheclientsare similar.

To blacklist eclient

Step 1 Log in to the web Uland choos&€lient Management
Step 2 Qick Add to blacklistunderOperaion in the line of theclientto be blacklisted.

Client Management

All Nodes Blacklist

Current Negotiation

Main Network Device(2) Speed Speed Bandwidth Control Operation
MININT-UDEPFER g
- T 0KB/s Upload: | Unlimited
- 1000Mbps Local Host
508 OKB/s Download: | Unlimited
P Address:192 168.0 OKB/s Upload: | Unlimited
o 780Mbps Add to blacklist
OKB/s Download: | Unlimited
Step 3 dickOK
Confirm Operation e

Cnce blacklisted, the client cannot access the internet through this router.
Continue?

Cancel

The clientis removed from the device list amtisplayedon the blacklist now.

42



Web Ul operations

Client Management

All Devices

Device Name MAC Address Operation

HUAWEI_P30-360d3356cd98fc E4:FDA158:69.AE Remave from the blacklist

QT\P

If you blacklist a wiredlient, the wired client will fail to access the network.

If you blacklist avirelessclient, the wirelessclientwill be kicked offline and cannot connect to the
Mesh deviceagain.

Amaximum of 8&lientscan be blacklisted.

The blacklist rulgrevails wherconfliding with the parent cotrol rule.

---End

2.6.4 Remove alient from the blacklist
If you blacklist @lientby mistake, you can remove it from the blacklist.

To remove alientfrom the blacklist:

Step 1 Log in to the web UJand choos&lient Management

Step 2 ChooseBlackliston the right.

Step 3 ClickRemove from the blacklistinder Operationin the line of theclientto be removed
from the blackilist.

Client Management

All Devices

Device Name MAC Address Operation

HUAWEI_P30-360d3356cd987C E4:FD:A1:58:69:AE

Step 4 QickOK

Do you want to remove the device from blacklist?

Cancel

Theclientis removed from the blacklist and displayediith Devicesnow. It can access the
network uponthe next connection.

---End
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2.6.5 Delete an offline client
You can delete any offlindientthat is connected to the network before.

To delete an offlineclient

Step 1 Log in to the web Uand choos€lient Management

Step 2 Select the offlineclientto be deleted, and clicReleteon the upper right corner oDffline

Device
Delet
Offline Device(1) Current Speed Negotiation Speed Operation
* HUAWEI_P30-360d3356¢... : 8
- OMbps Add to blacklist
WY  Miac Address EAFDA1 58 69 A

Theclientyou selected isemoved from the device list

QT\P

The deletectlientcan be displayed in théevicelist again upon its next networkccess

---End
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2.7 Parental conrol

This function allows you to configurarious parental control rules toontrol access to certain
websites or block certaialientsfrom accessing the internet.

Thissectionincludes the followingparts:

Create a prental control rule

Other operations on the parental control rules

2.7.1 Crede a parental control rule

Add a parental control rule

E’/NOTE

The blacklist rule prevails when conflicting with the parent control rule.
Amaximum of10 rules can be added.
Amaximum of 3Q&lientscan be controlled.

To add aparental control rule

Step 1 Log in to the web UJand chooséarental Contral

If youdid not add a parental control rule before, the following page ipldiged.

Parental Control

Batch Control Internet Content Control

Set URL contra

If you have added parental control rules before, the following page is displayed.

Parental Control

Parental

Group Name Control Period URL Filter e Operation
Blackiistt & 06:00-22°:00 Disallowed B O
Mon. ~ Sun. baidu
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Step 2 dickAdd Parental Control Ruler

Step 3 Set the parameters as required.

QT\P

Amaximum of 10 control periods and 10 URLs can be added.

Add Parental Control Rule X

Client

Group Mame

Selected clients +

Control Period

Internet Access | 06:00 - 22:00 o Mon. X 46
URL Filter
Filter mode Only block access to listed URLs

Only allow access to listed URLs

URL

Cancel

Step 4 dick Save
The parental contrbrule that you set is displayed on tRarental Contropage.
---End
The following table describes the parameters unéeld Parental Control Rule

Parameter description

Parameter Description
GroupName Fecifies thenameof the clientgroupthat the parental control rule applies to
Selected clients Foecifies theclientsthat the parental control rule applies to
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Parameter Description

Foecifieswhether the parental control rule takes effect.

. When it is toggled oninternet access iallowedonlyin the periodspecified by

Control Period Internet Access

. When it is toggled offinternet access iallowedall the time

Required whenControl Periods toggled on.
Internet Access
It specifies the period during which tlodient can access the internet.

Availade whenControl Periods toggled on. If you want to set multiple periods,

Add control period click this button.

Srecifies whether the URL filter rule is applied.

. When it is toggled orfilter modeand URLmust be set. The parental control

URL Filter rule takes effect on sific websites.

. When it is toggled off, th&JRL filter rule is not applied

Required whenURL Filters toggled onTwo modes are available here.

. Only block access to listed URO$eSelected clientsare only blocked from
Filter mode accessing the welisis specifiedby URL

. Only allow access to listed UR[EheSelected clientscan onlyaccess the
websites specifiethy URL

Fecifies the websites that thBelected clientsare blocked from accessiny

URL allowed to access.

Available wherJRL Hter is toggled on. If you want to set multipldRlIs, click this

Add URL button.

An example of adding parental control rules

Scenario The final exam for youid is approaching and you want to configyreur kid'sinternet
access through th#esh device

Goal Yourkid cannot accessuchwebsites agacebook,Twitter, Youtube andinstagramfrom 8:00
to 22:00 on weekendandcannot access the internet at all between 22:00 to &80~veekends
using the computeat home.

Solution You carconfigurea parental contol rule to reach the goal.
To add such a rule:

Step 1 Log in to the web UJand tiooseParental Contral

Step 2 Qick Add Parental Control Ruler
Step 3 Set Group Name for exampleParental control rule 1

Step 4 Click T besideSelected clients
The following dialog box is displayed.
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Add Client X

HUAWEI_P30-360d3356Ccd98ic MININT-UDERFFER

Cancel

Step 5 Select the clients to which this parental control rule is applied, and $agk
Step 6 Toggle onControlPeriod.

Step 7 Secify the period during which the target websites are blogkeldich is 08:00 to 22:00
onweekendsn thisexample.

1. Click theeft field to setStart Timeto 08:00and End Timeo 22:00
2.  SelectSat andSun.from the right dropdown list box.

Control Period

Intemet Access 08:00 - 22:00 © Sun. > +1

Step 8 Toggle orJRL Filter
Step 9 SelectOnly block access to listed URfos Filter mode
Step 10EnterFacebook Twitter, Youtube, and Instagramfor URL

URL Filter

Filter mode Only block access to listed URLs

Cnly allow access to listed URLs

URL Facebook
Twitter
Youtube

Instagram

Step 11dick Save
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The following page is displayed, and your &&h access any websites except for
Facebook,Twitter, Youtube andinstagram fom 8:00 to 22:00 on weekendsd cannot
access the internet at all between 22:00 to 8@®weekends

Parental Control

Parental

Control Operation

Group Name Control Period URL Filter

08:00-22:00 Disallowed
Parental control rule 1 £ 02 00-22.0¢ . K 0]
Sat., sun. Facebook, Twitter, Youtube, Instagram

---End

2.7.2 Other operations on the parental control rules

By defaultaparental controlrule is enabledafter you aded it successfullyas shown in the
following figure. You can disable, modify or delete a parental control rule lafiegfng in to the
web Ulof the Mesh device and choiog) Parental Control

Parental Control

Parental

ool Operation

Group Name Control Period URL Filter

08:00-22:00 Cisallowed
Parental control rule 1 £ 08 00-22.0¢ ) K ]
Sat., sun. Facebook, Twitter, Youtube, Instagram

The following table describes the parameters unéarental Control

Parameter description

Parameter Description

Fecifies thenameof the client groupthat the parental control rule applies t&ou

GroupName P
can change the group name by clicki.”; beside it.
CGontrol Period Yecifiesthe period during which the parental control rule takes effect.
i Srecifiesthe websites that are allowed or disallowed to becassed by the client
URL Filter T . i L
group. IfUnlimited is displayed, website access is not limited.
Parental control Used to enable or disable the parental control rule.
The available options include:
Operation : Used toedit a parental controfule.

: Usedto delete a parental controtule.
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2.8 More

Thissectiondescribes other settings you may need when usingMash deviceincluding:

Router information

Guest WAFi

Working mode
IPv6

Smart power saving

Advanced WFi Settings

Network settings

Advaned

System settings

2.8.1 Router information

On this pageyou can view the informatioaf the primary nodeincludingBasic informationWwAN
port information, andLAN information

To view the informatiorof the primary node

Step 1 Login to the web Ul

Step 2 ChooseMore >Router Infa

The following page is displayed.
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You can check the information of the router here.

Basic Info

Product Model
System Time
Runtime
Firmware Version

Hardware Version

WAN Port Info

Internet Connection Status
Internet Connection Type
Connected time

|P Address

Subnet Mask

Default gateway

Primary DNS

Secondary DNS

MAC Address

LAN Info

|P Address
Subnet Mask
MAC Address

2.4 GHz WiFi
Status

Wi-Fi Name
Security
Channel

Bandwidth
MAC Address

5 GHz WiFi
Status

Wi-Fi Name
Security
Channel

Bandwidth
MAC Address

---End

Basic information

Mesh12X
2000-01-01 00:18:24
18minute(s)
V16.03.20.07_multi
V1.0

Disconnected
PPPoE

Ominute(s)

C8:3A:35:9A:30:09

192.168.0.1
255.255.255.0
C8:3A:35:9A:30:08

Visible

NOVA_F4HT_A3
WPA2-PSK (Recommeandead)
1

20

C8:3A:35:9A:30:1A

Visible

NOVA_F4HT_A3
WPA2-PSK (Recommeandead)
161

80

CB8:3A:35:9A:30:2A
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In this part, you can view basic informatiaboutthe primary node as described in the following

table.

Parameter description

Parameter

Product Model

Description
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Parameter Description

System Time Jecifiesthe current system time.

Uptime Specifiegshe network connectiortime of the primary node
Frmware Version SYecifies the firmware version of therimary node
Hardware Version Yecifies the hardware version of thgimary node

WAN portinformation
QT\P

This part is displayed only in the router mode.

In this part, you can vieWWAN portinformation of theprimary node as described in the following
table.

Parameter description
Parameter Description
Internet Connection Status Specifiesthe internet connection status of the WAN port.

Jecifies the internet connection type of the WAN pd?PPoES used as an

Internet Connection Type
example here.

Uptime Specifies thénternet connection time of the primary node

IP Address Fecifies the WAN IP ddess of theprimary node

Subnet Mask Pecifies the WAN subnet mask of themary node

Gateway Secifies the gateway IP address of iwemary node

Primary DNS Secify the IP address of primary and secondary DNS servers gfithary
Seconday DNS node.

MAC Addres Secifies the WAN MAC address of fhramary node

LANinformation
In this part, you can vieWwANinformation of theprimary node as described in the following table.
Parameter description

Parameter Description

Secifiesthe LAN IP address of tigeimary node which isalso the IP address

IP Address for loggingin to the web Ul of thg@rimary node
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Parameter Description

Subnet Mask Fecifies the LAN subnet mask of themary node

MAC Address Secifies the LAN MAC address of grenary node

Status Secifiesthe visibility of the WAiFi network.

WiFi Name Yecifies the Wi name of the respective W network.
Security Joecifies thesecuritymode of the respective Wi network.
Channel Secifies the channel that the respective ¥iinetwork worksn.
Bandwidth Specifies the bandwidth of the respective-Aiinetwork.

MAC Address Jecifies the MAC address of the respectiveRMnetwork.

2.8.2 Guest WiFi

Overview

In thismodule, you canenableor disable theguestnetwork function and changthe Wi-Finame
and passworaf the guest network

A guest networkcan be set up with a shared bandwidth lirfat visitorsto access the internet, and
isisolated from the main networkt protectsthe securityof the main networkand ensures the
bandwidth of yoummain network.

To access the configuration padeg in to the web Ubf the Mesh deviceand navigate to the
Guest Network This function is disabled by defadlte following figure shows th&uest WiFi
page with theGuest Wikfunction enabled.

53



Web Ul operations

Guest WiFi

Guest WiFi
2.4 GHz WiFi Name NOVA_WVIP
5 GHz WIiFi Name NOVA_VIP_5G
WiFi Password
Validity & hours

Shared Bandwidth Unlimited

Parameter description
Parameter Description

GuestWiFi Usedto enableor disablethe guestnetwork function.

24 GHz WiFi  gecifies the WiFi name of theMeshsystenis guest network. By defaulNOVA VIPis for

Name the 2.4 GHz WH network andNOVA VIP_5Gor the 5 GHz WFi network.
5 GHz WiFi You can change th&/i-Fi namegSSIDsas required To distinguish the guest network
Name from the main network, you are recommended to sdifferent Wi-Fi network names

WiFiPassword Secifies the password for thielesh device'swo guest networksilt is optional and can be

left blank.
validit Secifies the walidity period of the guest networksThe guestnetwork function will be
y disabled automaticallput of thevalidity period
Sharel Allows you to specify the maximum upload and download speed fafiatitsconnected
Bandwidth to the guest networksBy default, thebandwidthis Unlimited.

An example of configuring thguest network
Scenario A group of friends are going to visitwydhome and stay for about 8 hours.

Goal: Prevent the use of \ARi network by guests from affecting the network speed of your
computer for work purposes.

Solution: You can configure the guest network function and let your guests use the guest
networks.
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Aszime that:
Wi-Fi names for 2.4 GHz and 5 GHz netwalékn_DoeandJohn_[e 5G
Wi-Fi password for 2.4 GHz and 5 GHz netwdrésda+245
The shared bandwidth for guest8:Mbps.

To achieve such a goal:

Step 1 Login to the web Ul

Step 2 ClooseMore >GuestWiH.

Step 3 EnableGuestWiR.

Step 4 Set2.4 GHz WiFi Name&vhich isJohn_Doen this example

Step 5 Setb GHz WiFi Namevhich isJohn_Doe5Gin this example

Step 6 SetWiFiPasswordwhich isTenda+245n this example

Step 7 Select a validitperiod from the Validity drop-down box,which is8 hoursin this example

Step 8 Setthe bandwidth in theShared Bandwidthdrop-down box,which is8 Mbps in this
example

Step 9 ClickSave

During the 8 hours féer the configuration,guests can connect theiWiFienabled devicesuch as
smatphones, toJohn_Doeor John_Doe 5Gto access the internet and enjoy the shared
bandwidth of8 Mbps.

---End

2.8.3 Working mode

You can select a working mode for tlkesh deviceon this pageTheMesh devicecan work in the
router mode and access point (AP) mo@eatrent Mode is displayed after the working mode
currently adopted by thé/lesh deviceas shown in the following figure. In this example, the
current working mode is router mode.

55



Web Ul operations

Working Mode

You can select a working mode for your router based on your scenario.

Router Mode

Transform the wired network provided by ISP to WiFi signals for family users to share the internet.
] [ ]
L 4
AP Mode Switch Mode

The router serves as an AP, and connects to the upstream device using an Ethemet cable to expand WIiFi coverage

Under this mode, some functions are not supported. Please refer to the page.

For users who need to specify the network connection mode, seleabtiter mode For users
who use a upstreamrouter, selectthe AP mode.

Router mode

By default,all nodes work in the router modeAll functions are available in this mode. If you want
to switch fromthe router mode to AP mode, se&> mode

Toswitch the working mode from the AP mode to router mode:

Step 1 Log in to the web Ul
Step 2 ChooseMore >Working Mode
Step 3 ClickSwitch mode
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Working Mode

You can select a working mode for your router based on your scenario.

Router Mode Switch Mode

Transform the wired network provided by ISP to WIiFi signals for family users to share the internet.

i
]
- |

AP Mode Current Mode

The router serves as an AP, and connects to the upstream device using an Ethemet cable to expand WiFi coverage.
Under this mode, some functions are not supported. Please refer to the page.

")) d ¥ e

A
-1
.—E;

Step 4 QickOK

Tips *

D po you want to switch to router mode?
1. After the router mode is enabled, the device will reboot, and the configuration takes effect
after the device is rebooted.
2. Under the router mode, you can use either the LAN [P address or tendawifi.com to log in
to the web UL
3. Under the router mode, the Ethernet cable for internet connection can connect to the
WAM port of the device, and clients can access the internet either by connecting to other

Ethernet ports or WiFi networl.
et [N

Step 5 Wait until the devices are restarted.

Rebooting. .. Please wait about 1 minute

- 5%

You will be redirected to the login page when the reboot completes
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Step 6 Log in to the web Wbf the Mesh deviceagain, and navigate thetwork Statusto check
whetherthe router mode is configured successfuily shown below

Network Status

* 0.00Mbps = 2 AGE5G: NOVA_SJK. .

v 0.00Mbps v 9

Internet Mesh Node Client

Connected 1 node(s) 1 client(s)

—End

AP mode
When you have a smart homeatgwaythat only provides wired internet access, you can set the

Mesh devicao work in AP mode tprovidewireless coverage.

QT\F’

When theMesh devicas set to AP mode:
Every physical port can be used as a LAN port.

The LAN IP address of tiesh devicewill be changed. Please log inttee web Ul of theMesh
deviceby visitingtendawifi.com.

Functions, such as bandwidth control apdrt mappingwill be unavailableRefer to the web Ul
for available functions.

To switch the working mode to AP mode:

QT\P

If you have finished the quick setupizardbefore, start a welbrowserand visittendawifi.comon a
connectedclient, then start fromStep3.

Step 1 Login to the web Ul

Step 2 ChooseMore >Working Mode
Step 3 ClickSwitch mode.
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Working Mode

YYou can select a working mode for your router based on your scenario.

Router Mode Current Mod
Transform the wired network provided by ISP to WiFi signals for family users to share the internet.

.

e ] .
=l
e |

AP Mode Switch Mode
The router serves as an AP, and connects to the upstream device using an Ethemnet cable to expand WiFi coverage.
Under this mode, some functions are not SUDDOITEG. Please refer to the page.

Step 4 QickOK
Tips *x

@ Do you want to switch to AP mode?
1. After the AP mode is enabled, the device will reboot, and the configuration takes effect
after the device is rebooted.
2. Under the AP mode, some functions are unavailable, such as Internet Settings, Parental
Control, VPN, and Port Mapping.
3. Under the AP mode, all Ethernet ports are LAN poris, and you can connect the device to
the upstream device using any Ethernet port
4. Under the AP mode, please visit tendawifi. com to log in to the web Ul

Step 5 Wait until the devices are restarted.

Rebooting. .. Please wait about 1 minute

- 5%

You will be redirected to the login page when the reboot completes

Step 6 Qonnect the upstream device, such as a gateway, to any port dfigmh device
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Optical fiber
Smartphone
WAN port LAN port Qi
Ethernet cable Ethernet cable
(Optical) Modem Mesh device Computer

Step 7 Log in to the web Ul of th&lesh deviceagain, and navigate thetwork Statusto check
whetherthe AP mode is cdigured successfullgs shown below

Network Status

O v SR

Internet Upstream Router Controller Client

---End

E’/N OTE

If there is another network device with the same login domain nateed@wifi.com) asthe Mesh
device log in to the upstream router and find the IP address obtained byvtégh devicen the
client list. Thenyou can log in to the web Ul of tidesh deviceby visiting the IP address.

To access the internet, connect your computeafohysical port, or connect your smartphone to
the WiFi network.

You can find the WFi name and password on tNeiFi Settinggage. If the networkis not
encrypted, you can also set a¥Alipassword othis page for security.

WiFi Settings

Unify 24 GHz & 5GHz @)

The 2.4 GHz WiFi network and 5 GHz WiFi network share the same WiFi name and WiFi password
so clients can automatically connect to the best WiFi network

WIFi Name NOVA_S9JK3_A3

Security WPA2-PSK (Recommended)

WiFi Password
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QT\P

If you cannot access the internet, try the following solutions:
Ensure that theoriginalrouter is connected to the internet successfully.

Ensure that youWiFienabledclientsare connected to the correct Wi network of theMesh
device

If the computer connected to thilesh deviceeannot access the internet, ensure that the
computer is configured to obtain an IP address and DN&sautomatically.

2.8.4 IPv6
QT\P

This function is only available in the router mode.

The Mesh devicecan access the IPv6 network of ISPs through three connection ipesse the
connectiontype by referring to the following chart.

Scenario Connection Type

. The ISP does not provide aRyPPoEV6 user name and passwamdinformation
aboutthe IPv6 address. DHCPV6

. You have a router that can accetse IPv6 network.
IPv6 service is included in the PPPoE user name and password. PPPoEV6

The ISP provides you with a set of information including IPv6 address, subnet m

default gateway and DNS server. Static IPv6 address

rie

Before configuring the IPv6 function, ensure that you are within the covesatiee IPv6 network
and already subscribi® the IPv6 internet servic&ontact your ISP for any doubt about it.

DHCPvV6

DHCPvV6 enables tiesh devicdo obtainan IPv6 address frothe DHCPV6 server to access the
internet. It is applicable in the followig scenarios

The ISP does not provide any PPPoEV6 user name and passwiandormation
aboutthe IPv6 address.

You have a router that can accetb® IPv6 network.
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Optical fiber
Smartphone
WAN port LAN port
Ethernet cable Ethernet cable
(Optical) Modem Mesh device Computer

Configuration procedure

Step 1 Log in to the web Ul

Step 2 ChooseMore >1Pv6G

Step 3 Enable thdPv6function.

Step 4 SetInternet Gonnection Typeto DHCP
Step 5 QickSave

IPvé

This device supports IPv6 and can access IPv6 network.
e @D
IPvé WAN

Internet Connection Type DHCP

The following message is displayed, indicating thatsettings are saved successfully

© saved successfully

--End
IPv6 network test:

Sart a web browser on a phone or a computer that@mnected to theMesh deviceand visit
test-ipv6.com Thewebsite will test your IPv6 connection status.

WhendYou have IP\Gs shown on the page, it indicates that the configuration sucedeahd you
can access IPv6 services.
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Test IPv6 FAQ Mirrors stats
%0

Test your IPv6 connectivity.

Summary | [ Tests Run | [ Share Results / Contact | [ Other IPv6 Sites | For the Help Desk

Your IPv4 address on the public Internet appears to be 113.104.250.31

Your IPV address on the public Intemat appears (o be 240e:fa:c68e:di00:9162:cBc2:e4tc:c940
(CHINANET-GUANGDONG-SHENZHEN-MAN CHINANET Guangdong province Shenzhen MAN network)

Eo Since you have IPv6, we are including a tab that shows how well you can reach other IPv6 sites. jmore info,
N o e m e e s s e A n e e R R n e A m Rtk AR E s rrE Rk n e :

It appears that you use a tunnel mechanism for either IPv4 or IPV8. If you are using a VPN, your VPN is only protecting one protocol, not both.

o HTTPS support is now available on this site. fmore info)

0 ‘Your DNS server (possibly run by your ISP) appears to have IPv8 Internet access.

Your readiness score
1 0/1 O for your IPv6 stability and readiness, when publishers are forced to go IPv6 only

If the IPv6 network tedfails, try the following solutions:

i Ensure thatclientsconnected tathe Mesh deviceobtain their IPv6 address through
DHCPV6.

i Consult your ISP for help.

PPPoEV6

If your ISP provides you with the PPPoE user name and password with IPv6 service, yoosmn ch
PPPOEV6 to access the internet.

Optical fiber
Smartphone
@ WAN port LAN port gi
Ethernet cable Ethernet cable
(Optical) Modem Mesh device Computer

Configuration procedure

Step 1 Login to the web Ul

Step 2 ChooseMore >1PvG

Step 3 Enable thdPv6function.

Step 4 SetInternet Connection Typeto PPPoEV6

Step 5 SetPPPoE Usernamend PPPoOE Passwordnd dick Save
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IPvé

IPv6
IPv6 WAN

Internet Connection Type PPPoEvE
PPPoE Username

PPPoE Password

Parameter description

Parameter Description

PPPOE Username ecifythe PPPoE user name and password provided by your ISP.

QT\P

PPPOE Password IPv4 and IPv6 services share the same PPPoE account.

The following message is displayed, indicating thatdtings are saved successfully

Saved successfully

—End

IPv6 network test:

Sart a web browser on a phone or a computer that is connected tavllesh deviceand visit
test-ipv6.com Thewebsite will test your IPv6 connection status.

WhendYou have IP\vGs shown on thgage, it indicates that the configurati@ucceeéd and you
can access IPv6 services.
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Test IPve FAQ Mirrors stats
G

Test your IPv6 connectivity.
Summary | [ Tests Run | [ Share Results / Contact | | Other IPv6 Sites | For the Help Desk
Your IPv4 address on the public Internet appears to be 113.104.250.31

(CHINANET-BACKBONE No.31,Jin-rong Street)

a = Your FvGraddress onthe publio intemet appearstosbe 240e:fare680:6100:9 1026802 e41C00 0 = s s s sununnunnnnnuns "
= (CHINANET-GUANGDONG-SHENZHEN-MAN CHINANET Guangdong province Shenzhen MAN network)

:o Since you have IPv6, we are including a tab that shows how well you can reach other IPv6 sites. imore info

It appears that you use a tunnel mechanism for either IPv4 or IPv6. If you are using a VPN, your VPN is only protecting one protocol, not both.

o HTTPS support is now available on this site. more info)
Your DNS server (possibly run by your ISP) appears to have IPv6 Internet access.

Your readiness score
1 0/ 1 O for your IPv6 stability and readiness, when publishers are forced to go IPv6 only

Click to see Test Data

Updated server side IPv6 readiness stats)

If the IPv6 network test fails, try the following solutions:

Ensure thatclientsconnected tathe Mesh deviceobtain their IPv6 address through
PPPoEV6

Consult youltSP for help.

Static IPv&ddress

When your ISP provides you with information including IPv6 address, subnet mask, default
gateway and DNS server, you can choosedbimmectiontype to access the internet with IPv6.

Configuration procedure

Step 1 Log in to the web Ul

Step 2 ChooseMore >1Pva

Step 3 Enable thdPv6function.

Step 4 Set the Gonnection Typeto Static IPv6 Address

Step 5 Enter the required parameters undéPv6 WAN.
Step 6 dickSave

IPve WAN
Internet Connection Type Static IPv5 Address
IPvs Address /B4
Default IPve Gateway
Primary IPve DNS

Secondary IPve DNS
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Parameter description

Parameter Description

IPv6 Address Fedfy the fixed IR6 address information provided by your ISP.
Default IPv6 Gateway ()

= TIP

Primary IPv6 DNS f your ISP only provides one DNS address, leave the secondar
Secondary IPv6 DNS IPvG DNS blank.
The following message is displayed, indicating tha settings are saved successfully.

© Saved successfully

---End

IPv6 network test:

Sart a web browser on a phone or a computer that is connected tavllesh deviceand visit
test-ipv6.com Thewebsite will test your IPv6 connection status.

WhendYou have IP\v§s shownon the page, it indicates that the configuratisncceeéd and you
can access IPv6 services.

Test IPV6 FAQ Mirrors stats
G

Test your IPv6 connectivity.

Summary | [ Tests Run | [ Share Results / Contact | [ Other IPv6 Sites | For the Help Desk

1

H (CHINANET-GUANGDONG-SHENZHEN-MAN CHINANET Guangdong province Shenzhen MAN network)
o Since you have IPv6, we are including a tab that shows how well you can reach other IPV6 sites. fmore infl

o HTTPS support is now available on this site. fmore info]

-
1 0/1 0 for your IPv6 stability and readiness, when publishers are forced to go IPv6 only

Your IPv4 address on the public Internet appears to be 113.104.250.31
(CHINANET-BACKBONE No.31,Jin-rong Street)
Your IPvE address on the public Internet appears to be 240e:fa:c68e:df00:91e2:c8c2:e4fc:c940

It appears that you use a tunnel mechanism for either IPv4 or IPV6. If you are using a VPN, your VPN is only protecting one protocol, not both.

Your DNS server (possibly run by your ISP) appears to have IPv6 Internet access.

If the IPv6 network test fails, try the following solutions:

Ensure that you have entered the correct WAN IPv6 address.

Ensure thatclientsconnected tathe Mesh deviceobtain their IPv6 address through
DHCPV6.

Consult your ISP for help.

2.8.5 Smart power saving

Youcan turn off theLEDndicators of all nodes as required to save power. By default, all the
indicators are turned on.
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QT\P

Turn on/off all indicatorgrevails tothis operation.

To configure the power saving mode:

Step 1 Login to the web Ul

Step 2 ChooseMore >Smart Power Saving LED Indicatar
Step 3 SetLED Indicatoas required.

To turn on all indicators, sele&nable

To turn off all indicators all the time, selebisable

To turn off all indicators in a specific period, sel8chedule Disabland setTurn Off
at to the required period.

Step 4 QickSave

LED Indicator

LED Indicator Schedule Disable

Turn Off at 00:00 - O7:00 &

The following message is displayed, indicating that th&rggs are saved successfully.

© Saved successfully

---End

2.8.6 AdvancedWi-Fisettings

Channel& bandwidth

In this sectionyouare allowed tochange the network modavVi-Fichannel, and WFi bandwidth
of 2.4 GHand5 GHz WAFi networls.

To access the configuration pade; in to the web Ubf the Mesh deviceandchooseMore >WiFi
Settings>Channel & Bandwidth
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OTIF‘

In order not to influence the wireless performance, it is recommended to maintain the default
settings on this page without professial instructions.

Channel & Bandwidth

You can mod if‘,‘ the advanced palameters of the WiFi network here, such as Network Mode, Channel, and Bandwidth. If
no professional gui-:lance is available, you are recommended to keep the default settings to prex-'ent the peﬁormance from
being weakened.

2.4 GHz WiFi
Network Mode 802.11big/nfax
Channel Alto
Current Channel: 1
Bandwidth 20/40MHz
Current Bandwidth:20
5 GHz WiFi

Network Mode 802.11a/n/ac/ax

Channel Auto

Current Channel: 48

Bandwidith 20/40/80MHz

Current Bandwidth:30

The following take describes the parameters displayed on this page.
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Parameter description

Parameter

Network Mode

Channel

Bandwidth

Description

Fecifies various protocolssedfor wireless transmission.

2.4 GHz WFi network supportshe 80211b/g/n Mixedand80211b/g/n/ax Mixed
modes.

. 80211b/g/ n: Indicates that devices compliant with theEB02.11bor IEEB02.11g
protocol, and devices working at 2.4 GHz and compliant witHEEB02.11n can
connect tothe 2.4 GHz WiFi network tife Mesh devie.

. 80211b/g/n/ax: Indicates that devices compliant with thEEEB02.11bor IEEE
802.11gprotocol, and devicesvorkingat 2.4 GHand compliantwith the IEEEB02.11n
or IEEE 802.11ax protocol can connect to the 2.4 GH= Wéitwork of theMesh
device

5 GHz WiFi network supportse 802.11a/n Mixed, 802.11a/n/ac Mixed and
802.11a/n/ac/ax Mixednodes.

. 802.11a/nt Indicates that devices comipht with the IEEB02.11a protocol, and
devices working at 5 GHz and compliant with the IEEE 802.11n can conrezt to t
Mesh device

. 802.11a/n/ac Indicates that devicesompliant with thelEEEBB02.11a0r IEEB02.11ac
protocol, and devices working at 5 GHz and compliant with the IEEE 802.11n can
connect to theMesh device

. 802.11a/n/ac/ax Indicates that devicesompliant with the IEEEBB02.11aor IEEE
802.11amrotocol, and devices working at 5 GHz and compliant with the IEEE 802
or IEEB02.11ax protocol can connect to tivesh device

Secifies the channeh which the WAFi network works

By default, thewirelesschannel isAuto, whichindicates that theMesh deviceselectsa
channel for the WFi network automaticallyYou are recommended to choosechannel
with less interferencdor better wireless transmission efficiency. You can use a-fhérdy
tool to scan the Wi signals nearby to understand the channel usage situations.

Fecifies the bandwidth of thevirelesschannel of a WFi network. Rease tbange the
default settings only when necessary.

. 20MHz Indicates that the channel bandwidtised by theMesh devicas 20 MHz.
. 40MHz Indicates that the channel bandwidtised by theMesh devicas 40 MHz.

. 20/140MHz Soecifies that dMesh devicecan switch its channel bandwidth between 2
MHz and 40 MHz based on the ambient environment. Thi®ops$ available only at
2.4 GHz.

. 80MHz Indicates that the channel bandwidtised by theMesh devicds 80 MHz. This
option is available only at 5 GHz.

. 160MHz Indicates that the channel bandwidtised by theMesh devicds 160 MHz.
This option is availdé only at 5 GHz.

. 20/40/80/160MHz Specifies that a Mesh devican switch its channel bandwidth
among 20 MHz, 40 MHz, 80 Malzd 160 MHzbased on the ambient environment.
This option is available only at 5 GHz.
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WPS

The WPS function enables Waériabled e@vices such as smartphone® connect to WAFi
networks of theMesh devicewithout entering the password.

To access the configuration padeg in to the web Ubf the Mesh deviceandchooseWiFi
Settings>WPS

QT\P

This funcion only appksto WPSenabledWi-Fideviceslt is enabled by default and cannot be
disabled.

Wi-Fi networks encrypted with WPA3 cannot be connected through WPS.

The WPS negotiation times out in 120 seconds. WHShutton is disabled during WPS
negotiaton.

To connect devices to the Wri network using the WPS function:

Step 1 Log in to the web Ul
Step 2 ChooseMore >WiFiSettings>WPS

Step 3 dickthe WPSbutton in the line of the node to which the devicedsbe connected

WPS

Node Name Operation

Controller

Step 4 Configure theWPS function on youViFtenableddeviceswithin 2 minutes
Gonfiguration on various devices may differ (Example: HUAWEI P10).

1. Hnd WLANSsettings onyour phone.

2. Tap i, and choos&VLAN settings
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& Wireless & networks
Airplane mode
Mobile network

Tethering & portable hotspot

Dual SIM settings

Data usage

VPN

Private DNS

3. ChooseWPS connection

<& WLAN settings

WLAN security check

Check the security of connected WLAN
networks, and avoid connecting to known
networks that pose security risks

Saved networks
Install certificates
MAC address

IP address

WPS CONNECTION

WPS PIN connection

Q & WLAN

WLAN

«©

Web Ul operations

WLAN+

WLAN Direct

Wait until the WPS negotiatiocompletesNowthe phone is connected to the Vi

network.
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& WLAN settings

WLAN security check

Check the security of connected WLAN o
networks, and avoid connecting to known

networks that pose security risks

Saved networks

Install certificates >
MAC address 14:5f:94:be:fc:83
IP address Unavailable

WPS connection

Press the WLAN Protected Setup button on
your router. It may be called "WPS" or contain

this symbol:
O

CANCEL

---End

MESH button

You can use théESHoutton to network yourTendadevicesthat support the Mesh functionOn
this page, you can enable or disable M&SHoutton as required.

QT\P
For informaton security, do not toggle oMESHButton when using theéviesh devicen public

areas.

With this function disabled, you cannot foranetwork by using théESHoutton on the device.
However, you can use the Tenda WiFi app or web Ul to add the device toarke

To enable or disable th®1IESHoutton:

Step 1 Log in to the web Ul
Step 2 ChooseMore >WiFiSettings> MESH Button
Step 3 Toggle on or ofMESH Button
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MESH Button

MESH Button

The following message is displayed, indicating that the setting is saved sucgessfull
Saved successfully
--End
2.8.7 Network settings

LAN Settings

To access the configuration padeq in to the web Ubf the Mesh deviceandchooseMore >
Network Settings>LAN Settings

Overview

On this page, you can:

A Change the LAN IP addreasd subnet mask of thélesh device
A Change the DHCP server parameters of tiesh device

TheDHCP server can automatically assign IP adelsessbnet masg gateway and other
information to clientswithin the LAN. If youwisablethis function, you needo manually
configure the IP address information on the client to access the InteDwehot disablehe
DHCP servdunction unless necessary

A CGonfigure the DNS information assigned to clients

A Assign static IP addresses to LAN clients
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Static IP Reservation List

Device Name

Web Ul operations

LAN IP Address 192.168.0.1

Subnet Mask 255.255.255.0

DHCP Server

Address Pool Range  192.168.0. 100 - 200

Lease Time 1 day
DNS
IP Address MAC Address Operation
192.168.0.143 Cc0:9a:d0:3b:28:70

The following aible describes the parameters displayed on this page.

Parameter description

Parameter

LAN IP Address

Sulmet Mask

DHCP Server

AddressPoolRange

Description

Fecifies the LAN IP address of tilesh devicewhich is also the
management IP address for logging in to the web Ul oMbeh device

Jecifies the subnet mask of the LAN port, usedtientify the IP address
range of the local areaetwork.

Used to enable or disable the DHCP ser@erce enabled, the DHCP server
automatically assigns internet parameters such aaddress, subnet mask,
and gateway address to the terminal device. You are recommended to en
this function.

Jecifies the range of IP addresses that can be assigneltetisconnected
to the Mesh deviceThe default range i492.163.0.100to 192.168.0.200
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Parameter

Lease Time

DNS

Primary DNS

Secondary DNS

Device Name
IP Address

Static IP MAC Address

Reservation
List

Operation

Web Ul operations

Description

Secifies the valid duration of the IP address that is assigned to a client.

When the leas¢ime reaches half, the client will send a DHCP Request to t
DHCP servdor renewal. If the renewabucceedsthe lease is renewed base(
on the time of the renewal applicatioilff the renewal fails, the renewal
process is repeated at 7/8 of the lease period. If it succeeds, the lease is
renewed based on the time of the renewal application. If it stilsfahe client
needs to reapply for IP address information after the lease expires.

It isrecommendedo keep the default value.
Specifies whether to allocate another DNS address to the client. When it i
disabled, the LAN port IP address of Meshdevice is used as the DNS

address of the clienthen it is enabledPrimary DNSnust be set and
Secondary DN optional.

OT\P
ThisMeshdevice has the DNS proxy function.

Specifies the primary DNS addredlscated to the client byhe Mesh devce.
QT\P

Make sure that theorimary DNS server is the IP address of the correct DN¢
server or DNS prox@therwise, you may fail to access the internet.

Jecifies the secondary D¢8rveraddress of thevlesh devicauised to assign
to the clients It is optiond.

Jecifies the name of the client.
Secifies the IP address reserved for the client.
Fecifies the MAC address of the client.

The available options include:

: Used toedit astatic IP addreseeservation rule.

: Usedto deletea static IP addresgeservation rule.

Assigna static IP address ta LAN client

Step 1 Log in to the web Ul

Step 2 ChooseMore >Network Settings>LAN Settings

Step 3 dick in Static IP Reservation List

Step 4 Set Select Device

You can directly select eientfrom the dropdown list box, which requieno further
settings ontMAC AddresaindIP Address
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If you selecManual, you need to seDevice NameMAC AddressandIP Addess

manually.
Add X
Select Device Manual
Device Name
MAC Address
IP Address

Step 5 QickOK

The following message is displayed, indicating that the settings are saved successfully.

Saved successfully. The configurations will take effect when the client connect
s to the WIFI network the next time

---End

VPN

A Virtual Private NetworR/PN is a private network built on a public network (usually the

Internet). This private network exssonly logically and has no actual physical lines. VPN technology
is widely used in corporate networks to share resources between corporate branches and
headquarters, while ensuring that these resources areexposed to other users on theternet.

The typology of a VPN network is shown below.

Branch Headquarters
Employtee Router Router Enterprise
computer VPN client VPN server server

PPTP server

This serigof routers carfunctionas a PPTP server and accept connections from PPTP clients.
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To access the configuration padeg in to the web Ubf the Mesh deviceand chooseMore >
Network Settings>VPN This function is disabled by defaulthen it is enabled, the page is
shown as below.

PPTR/L2TP Client

PPTP Server
Address Pool Range 10 .0 .0 100 -10.0.0. 200

MPPE Encryption

PPTP Account
User Name Password Connection Status Operation

admin1 admin Offline

Online PPTP User

User Name Dial-In IP Address Assigned IP Address Uptime

Mo onling client

The following table describes the parameters displayed on this page.

Parameter description

Parameter Description

Used toenableor disable the PPTP server.

PPTP Server When it is enabled, th&lesh devicdunctions as a PPTP server, whict
canacceptthe connections from PPTP clients.

Address Pool Joecifies he IP addressangewithin whichthe PPTP server cassign
PPTP Server Range to PPTP cliest It is recommended to keep the default settings.

Used toenableor disable128-bit data encryption

MPPE Encryption The encryption settings should be the same between the PPTP serv
and PPTP client@therwise, communication canmde achieved
normally.
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Parameter Description

User Name Foecify the VPN usenameand passwordwhichthe VPN useneeds to

Password enter when making PPTdtal-ups (VPN connectics).

Connection Status Secifies the connection status of the VPN connection.

The availableoperations include:

PPTP : Indicates that the PPTP user account is available. You can clic
Account to disablethe account.

. | _\".I
Operation \\ : Indicates that the PPTP user account is unavailable. You can ¢

it to enable theaccount.

: Usedto edit aPP™P user account.

: Usedto deletea PPTP user account.

OnlinePPTRisers

When the PPTP server function is enabled, you can view the detailed information of VPN clients
that establish connections with the PPTP server.

To access the configuration padeg in to the web Ubf the Mesh deviceandchooseMore >
Network Settings>VPN>PPTP Server

Online PPTP User

User Name Dial-In IP Address Assigned IP Address Uptime

No online client

The following table describes the parameters displayed on this page.

Parameter description

Parameter Description

Secifies theVPN usename whichthe VPN useuseswhen making PPTdialups (VPN

User Name .
connection).

Secifies the IP address of the PPTP client.

Diakin IP Address |t the client is aMesh deviceit will be the IP address of the WAN port whose VPN
function is enal#d.

ﬁzzlrgensesd P Secifies the IP address that the PPTP server assigns to the client.
Uptime Secifies the online time since the VPN connection succeeds.
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BEnable internet users to access resources of thEP server

ScenarioYou haveset up a FTP server within the LAN of thdesh device

Goat Open the FTP server to internet users and enable them to access the resources of the FTP
server from the internet.

Solution You can configure the PPTP server function to reach the goal. Assume that:

The user name and password that the PPTP server assigns to the client are both
adminl

The WAN |IP address esh devices113.88.112.220
The IP address of the FTP server92.168.0.136
The FTP server port24.

The FTP login user name and password aré BohnDoe

QT\P

Ensurethat the WAN IP address desh deviceas public. This function may not work on a host with a
private IP addressCommon IPv4 addresses are classified into class A, class B and Elagat€lP
addresses of class A range fraf0.0.0to 10.255.255.255PrivatelP addresses of class B range from
172.16.0.00 172.31.255.255PrivatelP addresses of class C range fi#8.168.0.Go
192.168.255.255

Configuration procedure

Step 1 Login to the web Ul

Step 2 ChooseMore >Network Settings>VPN>PPTP Server
Step 3 EnablePPTP Server

Step 4 EnableMPPE Encryptiorwhich means that the encryption digit remains the default value
o128

Step 5 Click . Set User Nameand Passwordor the PPTP server, which dseth adminlin
this exampleThen clickOK

Add X
User Name | admini

Password admin

Cancel

Step 6 QickSave

The following message is displayed, indicating that the settings are saved successfully.
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Saved successfully

---End

After completing the configuration, internet users can access the FTP server by following these
steps:

Step 1 Qick the E icon at the bottan right corner on the desktopf another computer with
internet accessand then cliciNetwork settings

3:22 PM

A dy IR NG 00

Step 2 ChooseVPNon the left side, and clickdd a VPN connectian

< Settings = m} X
9% NETWORK & INTERNET | Find a setting
Data usag[;
B VPN
: VPN | |—————————= 1
e |+ Add a VPN connection |
Dial-up |___________I
Ethernet .
Related settings
Proxy Change adapter options

Change advanced sharing options
MNetwork and Sharing Center
nternet options

Windows Firewall

Step 3 Qonfigure the VPN parameters.
1. BEnter a connection name, su@sVPN connection
2. Enter the server address, which143.88.112.220n this example.

3. Select a VPN type, whichoint to Point Tunneling Protocol (PPTiR)this
example.

4. Select a type of sigin info, which idJser name and passworid this example.
5. Enter the user name and password, which are battminlin this example.

6. dickSave
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Add a VPN connection

Connection name

VPN connection

Server name or address
113.88.112.220

VPN type

Type of sign-in info

User name (optional)

Password (optional)

Step 4 Findthe VPN connection added, and cli€&annect
&« Settings

€02 NETWORK & INTERNET

Data usage

VPN
VPN

Add a VPN connection
+

Dial-up

eve) VPN connection
Ethernet &’

ACANOCACARACACaD

Proxy .

Connect Advanced options Remove

Step 5 Qick the icon on the desktop, and enter the address in the address bar to access the
FTP server, which fig://192. 168.0.136:21in this example.
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EH |4 || =|ThisPC _ - x
“ Computer View o
i fpyigziee0azsal 1o | Search This PC 5
H
# Quick access ~ Folders (6)
[ Desktop L\\)
A
4 Downloads . Desktop j Documents

|| Documents

| Pictures ‘ Downloads j Music

Mew folder
snaps] == Pictures ﬁ Videos
snapshots B

Win10 wired config ~~ Devices and drives (3)

- Local Disk (C) Local Disk (D)
@ OneDrive
= m I
[ This PC .y 316 GB free of 338 GB .y 63.5 GB free of 97.5 GB
Local Disk (E:)
¥ Network I

.y 15.3 GB free of 29.2 GB
-4 Hormegroup

9 itermns

Step 6 Enter the user name and password for logging in to the FTP server, which are both
JohnDoen this example, and clidkogOn.

5 Either the server does not allow anonymous logins or the e-mail address was not
3 accepted,

FTF server: 192.168.0,136 h

User name: | e |

Password: | |

After you log on, you can add this server to your Favorites and return to it easily,

& FTP does not encrypt or encode passwords or data before sending them to the
server. To protect the security of your passwords and data, use WebDAV instead.

[ Log on anonymously [ |save password

Log Cn Cancel

---End

By performing the steps aboveternet userscan access the resources on the FTP server.

PPTP/L2TP client

This series oMesh devicecan function as PPTP/L2TP clsarid connect to PPTP/L2TP servers.
The PPTP/L2TP client function is disabled by defétlien it is enabled, the page is showelow.
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VPN

o
@
@

PPTP/L2TP Client
Client Type  PPTP

Server IP/Domain Name

User Name

Password

Status Disconnected

Parameter description
Parameter Descripton
PPTP/L2TP Client Used to enable or disable the PPTP/L2TP client function.

Jecifies the client type that thesh deviceserves as, either PPTP or L2TP.
Client Type . PPTPWhen theMesh devicds connecting to a PPTP senamlectthis option.
. L2TP When theMesh devicas connecting to aL2TP servegelectthis option.

Secifies the IP address or domain name of the PPTP/L2TP server tihdéshedevice

ig;ﬁ;ls%omam connects toGenerally, when aMesh deviceserves as the PPTP/L23éPver at the peer

Name side, the domain name or IP address should be that of the WAN port whose PPTP,
server function is enabled.

User Name Secifies the user name and password that the PPTP/L2TP server assigns
PPTP/L2TP clients.

Password

Status Yecifies the connection status of the VPN connection.

Access VPN resources with thesh device

ScenarioYou havesubscribedo the PPTP VPN service when purchasing the broadband service
from your ISP.

Goal Access the VPN resources of yourrifoire sdely.
Solution You can configure the PPTP/L2TP client function to reach the goal. Assume that:
i The IP address of the PPTP servéfd&88.112.220

i The user name and password assigned by the PPTP server aradooitl
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Configuration procedure

Step 1 Login to the web Ul

Step 2 ChooseMore >Network Settings>VPN>PPTR.2TPClient

Step 3 EnhablePPTR.2TPClient

Step 4 ChoosePPTHor dient Type.

Step 5 SetServer IP Address/Domain Namerhich is113.88.112.220n this example.
Step 6 SetUser Nameand Passwordwhich are bothadminlin this example.

Step 7 QickSave

VPN
PPTP Server
PPTP/L2TP Client
Client Type  PPTP
Server IP/Domain Name  113.88.112.220
User Name admini
Password admini
Status Disconnected
—End

WhenConnecteds shown behindtatus you can access the VPN resources of your ISP.

IPTV

IPTV ighe technology integrating internet, multimedia, telecommunication and many other
technologiedo provide interactive servicesncluding digital TMor family users by internet
broadband lines.

You can set the multicast and STB functions here.

Multicast: If you want to watch multicastideos from the WAN sidef the Mesh
deviceon your computeyyoucan enable thenulticastfunction of theMesh device

STB(set-top box): If the IPTV service is included in your broadband service¢cgou
enjoy both internet access through tiesh deviceand rich IPTV contents with a
settop boxwhen it is enabled
Toaccess the configuration padeg in to the web Ubf the Mesh deviceandchooseMore >
Network Settings>I1PTV
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The IPTV function is disabled by defaWlthen it is enabled, the page is shown below.

IPTV

Multicast

STH

WLANM Default

The following table dscribes the parameters displayed on this page.
Parameter description

Parameter Description
Multicast Used to enable or disable the multicast function.

Used toenableor disablethe IPTV function of th&¥esh device

STB When this function is enabled, theort LAN3/IPTVcan be used only an IPTV poraind be
connected to arlPTV setop box.

Specifies the VLAN ID of your IPTV service.

. If your ISP does not provide any VLAN ID informatibanthe IPTV services available
VLAN keepDefault

. If you haveobtainedthe VLAN ID from your ISP whitie IPTV servicis available
chooseCustomVLAN and enter the VLAN value.

Watch IPTV programs through thdesh device

ScenarioThe IPTV service is included in your broadband senoehave obtained the IPTV
acount and password from your ISP, but no VLAN information.

Goat Watch IPTV programs through tivdesh device

Solution You can configure the IPTV function to reach the goal.
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Optical fiber
Smartphone
Qe " W wipr | IPTV
Ethernet cable Ethernet cable
(Optical) Modem Mesh device Set-up box & TV

Configuration procedure
Step 1 Set you Mesh device
1. Login to the web Ul

2. ChooseMore >Network Settings> IPTV
3. Enable theSTBfunction.
4. ClickSave

IPTV

You can configure multicast and IPTV functions here.

Multicast
Once enabled, you can watch the multicast video source
on the WAN side of the router from your client.
s5 @

Connect the IPTV STB to the IPTV port of the router.

VLAN Default

5. dickOK
Confirm Operation X

) The device will reboot to make your configurations effective. Continue?

Wait until the Mesh devicas restarted.
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Rebooting... Please wait about 1 minute

You will be redirected to the login page when the reboot compleies

Step 2 Configure the setop box.

Use the IPTV user name and password to dial up on thtopdbox.
---End
After completing the configuration, you can watch IPTV programs on your TV.
Watch multicast videos through thélesh device
ScenarioYou have the address of multicast videos.
Goal Youcanwatch multicast videos.

Solution You can configure the multicastifction to reach the goal.

Optical fiber
Smartphone
WAN port
@ LAN port Q
Mesh device Computer

Configuration procedure

Step 1 Login to the web Ul
Step 2 ChooseMore >Network Settings> IPTV

Step 3 Enable theMulticast function.
Step 4 ClickSave
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IPTV

IMulticast

5TB

---End

After completing the configuration, you can watch multicasteos on youterminal devices

WAN parameters

When the Ethernet cable is intact and connected to the WAN port properlyNbuEthernet cable
Is connected to the WAN poiis still shown on thénternet Settingspage, you can try to change
the Speedto 10 Mbpsfull duplexor 10 Mbpshalf duplexto solve the problemOtherwise, keep
the default settings.

To access the configuration padeg in to the web Ubf the Mesh deviceandchooseMore >
Network Settings> WAN Parametes.

WAN Parameters

Speed 1000 M Auto-negotiation

The following table describes the parametelisplayedon this page.

Parameter description

Speed Application
1000 M Indicates that the speed and duplex mode are determined through the negotiatior
Auto-negotiation with the peer port.

Indicates that the WAN port is working at the speed of 100 Mbps, and the port ca

100 Mbpsfull duplex receive and send data packets at the same time.

100 Mbpshalf Indicates that the WAN port is working at the speed of 100 Mbps, but the port car
duplex only receive osend data packetalternately.
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Speed Application

Indicates that the WAN port is working at the speed of 10 Mbps, and the port can

10 Mbpsfull duplex receive and send data packets at the same time.

Indicates that the WAN port is working at the spedd.6 Mbps, but the port can only

10 Mbpshalf duplex receive or send data packeasternately.

2.8.8 Advanced

App remote management

The Mesh devicecan be managed remotely using the Tenda WiFi app. The app remote
management function isnabledby default. You cadisablethis fundion as required.

To access the configuration padeg in to the web Ubf the Mesh deviceandchooseMore >
Advanced> APP Remote Management

APP Remote Management

APP Remote Management

ID m

o
W
=y

Cloud Account

The following table describes the parameters displayed on this page.

Parameterdescription

Parameter Description

APP Remote Used to enable or disable the app remote management function elhibledby
Management default.

ID Specifies the ID of the Mesh nadehich is automatically allocated

Qoud Account Fecifies theaccount ound on your Tenda Wiapp.
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Overview

Web Ul operations

With this function you canblacklistclientsby MAC addressto prohibit them fromaccessigthe
internet through theMesh device

QT\P

If you blacklist a wiredlient, the clientwill fail to accesshe network, but it can still connedb

the Mesh device

If you blacklist a wireless device, thientwill be kicked offline and cannot connect to theesh

deviceagain.

To access the configuration padeg in to the web Ubf the Mesh deviceandchooseMore >

Advanced> MAC Address Filter

MAC Address Filter

MAC Address Filter

Filter mode

Blacklist Device

Device Name

Blacklist

MAC Address Operation

No Data

The following table describes the parameters displayed on this page.

Parameter description
Parameter

MAC Address Filter

Hlter mode

Device Name
Blacklist Device
MAC Address

Description
Used to enable or disable the MAC address filterction.

Specifies the MAC address filter mode.

. Blacklist WiFienabledclientslisted are unable to connect to
the Wi-Fi network of theMesh device

Fecifies the namef the blacklistedclient

Secifies the MAC addresd the blacklistectlient
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Parameter Description

Operation - Used to removea client from the blacklis.

Only prohibit specifiedclientsfrom accessg the internet

ScenarioAs an important test is coming, you want to prohibit your kphisnefrom accessing the
internet.

Goat Onlyprohibit your kid's phone fronaccesegthe internet.

Solution You can configure the MAC address filter function to reach the goal.

Assume that:
Client MAC address Status
Yourkid'sphone 8C:EC:4B:B3:04:92 Connected

Configuration procedure

Step 1 Log in to the web Ul

Step 2 ChooseMore >Advanced> MAC Address Filter
Step 3 EnableMAC Address Filter

Step 4 Click

MAC Address Filter

MAC Address Filter
Filter mode Blacklist{Only block internet access from client with listed MAC address

Blacklist Device

Device Name MAC Address Operation

No Data

Step 5 SetDevice NameEnterMACAddressof the client, which isSBC:EC:4B:B3:04:92 this
example
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Add Blacklist X
Select Device Manual
Device Name Kid's phone

MAC Address 8CEC:4B:B3:04:92

Cancel

Step 6 dickOK
Theblacklistedclientis displayed undeBlacklist Device

Blacklist Device

Device Name MAC Address Operation

Kid's phone 8CEC:4B:B3:04:92

1 items in total

Step 7 dickSave
The following message is displayed, indicating that the settings are saved successfully.

® saved successfully

---End

After the configuration is complet@ onlyyourkid's phone is prohibitefom accessgthe
internet through theMesh device

Firewall

The firewall function helps th®lesh devicaletect and defend ICMP flood attag;KrCP flood
attacksand UDP flood attaskand ignore Ping packsfrom the WAN port. It is recommended to
keep the default settings.

To access the configuration padeg in to the web Uof the Mesh deviceand choosé/ore >
Advanced> Firewall
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Web Ul operations

CMP Flood Attack Defense

TCP Flood Attack Defense

UDP Flood Attack Defense

Block Ping from WAN

The following table describes the parameters displayed on this page.

Parameter description

Parameter

ICMP Flood Attack
Defense

TCP Flood Attack
Defense

UDP Flood Attack
Defense

BlockPing From WAN

Description

Used to enable or disable the ICMP flood attack defense.

The ICMP flood attack means that, to implement attacks on the target host, the
attacker sends a large number of ICMP Echo messages to the targetvhagt
causes the target host to spend a lot of time and resources on processing ICMF
messages, but cannot process normal requests or responses.

Used to enable or disable the TCP flood attack defense.

The TCP flood attack rmmes that, to implement attacks on the target host, the
attacker quickly initiates a large number of TCP connection requests in a short
period, and then suspends in a secoinnected state, thereby occupying a large
numberof server resources until the senvdenies any services.

Used to enable or disable the UDP flood attack defense.

The UDP flood attack is implementsichilarly with the ICMP flood attack, during
which the attacker sends a large number of UDP packets to the taogétdausing
the target host to be busy processing these UDP packets, but unable to proces:
normal packet requests or responses.

Used to enable or disable tHglock Ping From WAMNNction.

When it is enabled, th&lesh deviceautomaticdly ignores the ping to its WAN fron
hosts from the internet and prevents itself from being exposed, while preventing
external ping attacks.
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DMZ host
Overview

A DMZ host on a LABIfree from restrictions in communicating with the internktis useful br

getting better and smoother experiense video conferences and online gam&®u can also set

the host of a server within the LAN as a DMZ host when in need of accessing the server from the
internet.

@NOTE

A DMZ host is not protected by the firewall of thiesh device A hacker may leverage the DMZ
host to attack your LAN. Therefore, enable the DMZ function only when necessary.

Hackers may leverage the DMZ host to attack the local netvitwknot use the DMZ host function
randomly.

Security software, antimiis software, and the buikin OS firewall of the computer may cause DMZ
function failures. Disable them when using the DMZ functibiihe DMZfunction is not required,
you are recommended tdisable it and enable yodirewall, securityand antivirus aftware.

To access the configuration padeg in to the web Ubf the Mesh deviceandchooseMore >
Advanced>DMZ Host

DMZ Host

DiZ Host

OmZ Host IP Address 192.168.0.100

The following table describes the parameters displayed on this page.

Parameter description
Parameter Description
DMZ Host Used to enable or disable the DMZ host function.

DMZ Host IP Address  Secifies thelP address of the host that is to be set as the DMZ host.
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An example of eablinginternet users to access LAN resources
ScenarioYou have set upreFTP server within your LAN.

Goat Open the FTP server to internet users and enable family members who are not at home to
access the resources of the FTP server from the internet.

Solution You can configure the DMZ host function to reach the goal.
Assume lhat the information of the FTP server includes:
IP address192.168.0.136
MAC addres€D4:61:DA:1B:CD:89
Service port21
WAN IP address of thdesh devicel102.33.66.88

QT\F’

Ensure thatthe Mesh deviceobtains an IRddressrom the public networkThis functon may not

work on a host with an IP address of a private network or an intranet IP address assigned by ISPs that
startswith 100.Common IPv4 addresses are classified into class A, class B and Elagat€lP

addresses of class A range fra0.0.0to 10.255.255.255PrivatelP addresses of class B range from
172.16.0.00 172.31.255.255PrivatelP addresses of class C range fk83.168.0.G0

192.168.255.255

Access using an IP address @

—

Computer 1

Smartphone

LAN port
Ethernet cable

Computer 2 (at home)
Mesh device FTP server IP ?ddres%: 19AZA1A6810.136
WAN IP address: 102.33.66.88 MAC address: D4:61:DA:1B:CD:89
Service port: 21

WAN port

Configuration procedure

Step 1 Login to the web Ul

Step 2 Set the saver host as the DMZ host.
1. ChooseMore > Advanced>DMZ Host
2. EnableDMZ Host
3. Enter the IP address of the host, whichli®2.168.0.136n this example.
4. dick Save
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DMZ Host

DMZ Host

DMZ Host IP Address 192.168.0.136

Step 3 Assign a fixed IP address to the host where the server locates.

1. ChooseMore >Network Setings>LAN Settings
2. dick

3.  SetDevice Namdor the server host, which IBTP servein this example.

4.  BEnter the MAC Address of the host of the server, whidb461:DA:1B:CD:88
this example.

5. Enter the reservedP Addres$or the server host, whiclsil92.168.0.136n this
example.

6. dickOK

The clientis displayed unde$tatic IP Reservation List

Static IP Reservation List

Device Name IP Address MAC Address Operation

FTP server 192.168.0.136 d4:61:da1b:cd:89

—End

When the configurations complete, users from the internet can access the DMZ host by visiting
dntranet servicapplicationlayer protocol nam#/ WAN IP address of thidesh device If the
intranet service port number is not th@efault number, the visiting address should ntranet
serviceapplicationlayer protocol nam#/ WAN IP address of tiMesh devicentranet service port
numbek.

In this example, the addressdip:// 102.33.66.88. You can find the WAN IP address of Mesh
devicein WAN port information
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OT\F’

If the default intranet service port number is 80, change the service port number to@ommon
one (102465535), such as 9999.

B[4 =|ThisPC — O %
“ Computer View 0
T~ |D ftp://102.33.66.88 wv|3 | | Search This PC o
7 Quick access ~ Folders (6)
[ Desktop L\\,
A
4 Downloads . Desktop j Documents

|| Documents

=/ Pictures ‘ Downloads ) Music

New folder

snapsl === Pictures ﬁ Videos

snapshots L=

Win10 wired config ~ Devices and drives (3)

- Local Disk (C:) Local Disk (D)
@ OneDrive
.| I
[ This PC gy 316 GB free of 338 GB gy 63.5 GB free of 97.5 GB
Local Disk (E:)

¥ Metwork

I
Ty 15.3 GB free of 29.2 GB
4 Hemegroup

Enter the user name and password to access the resources on theelrid?

& Either the server does not allow anonymous logins or the e-mail address was not
3 accepted,

FTP server: 102.33.66.88

User name: | b |

Password: | |

After you log on, you can add this server to your Favarites and return to it easily.

& FTP does not encrypt or encode passwords or data before sending them to the
server, To protect the security of your passwords and data, use WebDAV instead.

[]Log on anonymously [save passward

Log On Cancel

If you want to access the server within a LAN using a domain name, refer to the solutien
DDNS

@T\F‘

After the configuration, if internet users still cannot access the FTP selose, the firewall, antivirus
software and security guards on the host of the FTP server and try again.
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Remote web management

Overview

Geneally, the web Ul of thiMesh devicecan only be accessed atientsthat are conneatdto the
Mesh devicdoy a LAN port or wireles When you encountea network fault you can asfor
remote technical assistan@dter enabling the remote web managememiction, whichimproves
efficiency and reduescosts and efforts.

To access the configuration padeg in to the web Ubf the Mesh deviceandchooseMore >
Advanced> RemoteWeb Management.

By default, this function is dabled. When this function is enabled, the page is shown as below.

Remote Web Management

Remote Web Management
Remote IP Address Any IP Address

Port 6688

The following table describes the information displayed on this page.

Parameter description

Parameter Description
RemoteWeb Used to enable or disable the remoteeb managemenfunction of the Mesh
Management device

Jecifies thelP address of the host which can access the wetf thie Mesh device
remotely.

. Any IP Adrress Indicates that hosts with any IP address from the internet cal
Remote IP Address access the web Ul of thdesh devce. It is not recommended for security.

. Specified IP Addres©nly the host with the specified IP address can access
web Ul of theMesh deviceemotely. If the host is under a LAN, ensure that the
IP address is the IP address of the gateway of thé (agsublic IP address).
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Parameter Description

Fecifiesthe port numberof the Mesh devicewvhich is opened for remote
managementYou can lsange it as required.

QTIP

. The pat number from 1 to 1024 has been occupied by famgienviceslt is
Port strongly recommended to enter gort number from 1025 to 65535 to prevent
conflict

. Remoteweb management can bachievedy visitingohttp:// WAN IP address a
the Mesh devicdort numbek. If the DDNS host function is enabled, the web |
can also be accessed throudtttp:// Domain nameof the Mesh devic& WAN
port:Port numbek.

An example of eabling Tenda teclmical support to accss and manage the web Ul

ScenarioYouencountera problem in configuring thesh deviceand theMesh devicecan
accesghe internet.

Goalt Ask the Tendgechnical support to help you configure tivesh devicaemotely.
Solution You can configure the remoteeb management function to reach the goal.

Assume that:

IP address of Tenda technical supp@0.76.200.101
WAN port IP address of thdesh device202.105.106.55

Tenda

_

Tenda technical support
IP address: 210.76.200.101

Ethernet cable

Smartphone

WAN port

LAN port

Ethernet cable

Computer
Mesh device

WAN IP address: 202.105.106.55

Configuration procedure

Step 1 Login to the web Ul

Step 2 ChooseMore >Advanced> RemoteWeb Management
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Step 3 EnhableRemoteWeb Management
Step 4 SelectSpecified IP Addredsr Remote Web Management

Step 5 Enter the IP address that &lowed to access the web Ul remotdty Specified IP
Address which is210.76.200.101n this example.

Step 6 QickSave

Remote Web Management

Remote Web Management
Remote IP Address Specified IP Address
Specified IP Address 210.76.200.101

Port 5558

The following message is displayed, indicating that the settings are saved successfully.

Saved successfully. The configurations will take effect when the client connect
s to the WIFi network the next time

---End

When the configurations complete the Tenda technicadupportcan access and manage the web
Ul of theMesh deviceby visitingohttp:// 202.105.106.5888& on the computer.

Static routing
Overview

Routing is the act of choosing an optimal path to transfer data from a source address to a
destimation address. A static route is a special route that is manually configured and has the
advantages of simplicity, efficiency, and reliability. Proper static routing can reduce routing
problems and overload of routing data flow, and improve the forwardipged of data packets.

A static route is sdby specifyinghe destinationnetwork, subnet mask, default gateway, and
interface The destinationnetwork and subnet mask are used to determinéestinationnetwork

or host. After the static route igstablidied, all data whose destination address is the destination
network of the static routare directly forwarded to the gateway address through the static route
interface.

To access the configuration padeg in to the web Ubf the Mesh deviceandchooseMore >
Advanced> Static Rouing.
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AIC ] a slalil ULE = allcd

Routing Table

Destination
Network

172.16.105.0

0.0.0.0

172.16.200.1

192.168.0.0

224000

239.0.00
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Subnet Mask Gateway WAN Operation

2552552550 192 168.10.20 WAN1 [ o
0.0.00 172.16.200.1 WAN1 System
255255 255 255 0.000 WAN1 System
255.255.255.0 0.0.0.0 bro System
240.0.0.0 0.000 brd System
255.0.0.0 0.0.0.0 bro System

The following table describes the parameters displayed on this page.

Parameter description

Parameter

Destination Network

Subnet Mask

Gateway

WAN

Operation

Description

Foecifies the IP address of the destination network.
If Destination Networkand Subnet Maskare both0.0.0.Q this is the default route.
QT\F’

Whenno route of packets can be fountghderRouting Table, the Mesh devicewill
forward the packets using the default route.

Fecifies the subnet mask of the dawmtion network.

Secifies themgress IP address of the nédxdp router after the data packeexits
from the interface of theMesh device

0.0.0.0indicates that the destination network is directly connected to khesh
device

Jecifies tte interface that the packet exits from.
The available options include:

[ / . . .

— : Used to modify a static roirtgrule.

1] Used to deletea static rouingrule.
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An example of dding a static rouing rule

ScenarioYou have éMesh deviceand another twarouters. Routerl is connected to the internet
and its DHCP server is enabled. Router2 is connected to an intranet and its DHCP server is disabled.

Goal Youcanaccess both the internet and intranet at the same time.
Solution You can configure the statiouting function to reach the goal.
Assume the LAN IP addresses of these devices are:

Mesh device192.168.0.1

Routerl: 192.168.10.10

Router2: 192.168.10.20
Information about the intranet:

IP address172.16.105.0

Subnet mask: 255.255.255.0

Router 1
192.168.10.10

@ WAN port LAN port D
Smartphone

Switch Mesh device c
omputer
@ WAN port LAN port LAN: 192.168.0.1 ?

IP address: 172.16.105.0 Router 2
Subnet mask: 255.255.255.0 192.168.10.20

Configuratian procedure

Step 1 Log in to the web Ul

Step 2 Refer to Access the internet through a dynamic IP addtessonfigure the internet access
for MX12.

Internet Settings
Network Status ~ Connected
Uptime  5hour(s) 7Tminute(s)
ISP Type Normal
Intemet Connection Type Dynamic IP

Select this type if you can access the internet simply by plugging in an Ethemet cable for internet
connection.

Advanced v
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Step 3 Add a static roungrule onMX12.
1. ChooseMore > Advanced> Static Rouing.

2. Qick

3. Enter the IP address of the destination network, which72.16.105.0n this
example.

4. Enter the subnet mask of the destination network, whicl255.255.255.0n this
example.

5. Enter the ngress IP address of the ndxdp router, which is192.168.10.20n this
example.

6. ClickOK

Add Static Route X
Destination Network 172.16.105.0
Subnet Mask 2552552550
Gateway 192 168.10.20

WAN  WAN1

Cancel

The new static roungrule is displayed undeRouting Table.

Static Routing

Aller a - route is added, data whose destination address is the same as the destination network of the static route w
Routing Table
e Subnet Mask Gatewa WAN Operation
Network Y P
172.16.105.0 255.255.255.0 192.168.10.20 WAN1 [ |
---End

After completing the configuration, you can access both the internet and intranet thrigi? at
the same time.
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DDNS

Overview

DDN$Shormally interworkswith the port mapping DMZ hostand remoteweb managementso
that internet users carbe free from the influence of dynamic WAN IP addressaugss the
internal server orthe Mesh devic@web Ulwith afixeddomain name

To access the configuration padeg in to the web Ubf the Mesh deviceandchooseMore >
Advanced>DDNS

DDNS

DDNS

ISP

User Name
Password
Domain Name

Connection Status ~ Disconnected

The following table describes the parameters displayed on this page.

Parameter description

Parameter Description

DDNS Used to enable or disable the DDNS function.
ISP Secifies the DDNS service provider.

User Name

Secify the user nameand passwordegistered on a DDNS service provider's website

Password logging in to the DDNS service.

Secifies he domain name registered on the DDNS service pro@degbsite If this

Domain Name field is invisible after choosing the service provider, it is not required.

Connection Status Secifies thecurrentconnectionstatus of the DDNS service
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An example of eablinginternet users to access LAN resources using a domain name
ScenarioYou have set upreFTP server within your LAN.

Goat Open the FTP server to internet users and enable family members who are not at home to
access the resources of the FTP server fromnteznet with a domain name.

Solution You can configure the DDNS phast mappingfunctions to reach the goal.
Assume that the information of the FTP server includes:
IP address192.168.0.136
MAC address of the hodD4:61:DA:1B:CD:89
Service port21
Information of the registered DDNS service:
Service provideroray.com
User nameJohnDoe
PasswordJohnDoel123456
Domain name02849z7222.zicp.vip

QT\F’

Ensure thatthe Mesh deviceobtains an IRddressrom the public networkThis function may not

work on a hat with an IP address of a private network or an intranet IP address assigned by ISPs that
start with 100.Common IPv4 addresses are classified into class A, class B and Elasat&lP

addresses of class A range fra®0.0.0to 10.255.255.255Privae IP addresses of class B range from
172.16.0.6172.31.255.255PrivatelP addresses of class C range fi$#.168.0.0192.168.255.255

b O

Information of the registered DDNS service:

— Service provider: oray.com
— User name: JohnDoe

Ethernet cable
— Password: JohnDoe123456

— Domain name: 0284927222 zicp.vip

WAN port

LAN port

Ethernet cable

MAC address of the host: D4:61:DA:1B:CD:89
Mesh device FTP server IP address: 192.168.0.136
Service port: 21

Configuration procedure

Step 1 Log in to the web Ul
Step 2 Configure the DDNS function.

1. ChooseMore > Advanced>DDNS
2. EnableDDNS
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3. Selecta service providefor ISR which isoray.comin this example.

4. Enter the user name and password, which dohnDoeand JohnDoel12345 this
example.

5. dickSave
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DDNS

ISP aray.com
User Name JohnDoe
Password JohnDoe123456

Connection Status  Disconnected

Wait until Connecteds displayed afte€Connection Situs, which indicates thathe
configurationis successful

Step 3 Qonfigure theport mappingfunction by following the steps iRort mapping
---End

When completing the configuration, users from the internet can acces§&erver by visiting
dntranet servicapplicationlayer protocol nam#/ Domain namé. If the WAN port number is not
the same as thdefaultintranet service port number, the visiting address shoulddhetranet

serviceapplicationlayer protocol nam#/ Domain name:WAN port numbeérin this example, the
address istp:// 02849z7222.zicp.vip

=R = | ThisPC - [m| x
“ Computer View e
T ‘D ftp:/f 0284927222 zicp.vip | Search This PC o
7 Quick access ~ Folders (b)
[ Desktop I,\\,
4
4 Downloads . Desktop j Documents
|| Documents
| Pictures ‘ Downloads $ Music
Mew folder
snaps1 Pictures ﬁ Videos
snapshots B
Win10 wired config -~ Devices and drives (3)
Local Disk (C:) Local Disk (D:)
@ OneDrive
- I
3 This PC b 316 GB free of 338 GB .y 63.5 GB free of 97.5 GB
Local Disk (E:)
¥ Metwork

|
"y 15.3 GB free of 29.2 GB
4 Homegroup
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Enter the user name and password to access the resources on theeiRid?

! Either the server does not allow anonymous logins or the e-mail address was not
3 accepted.

FTP server: 0284927222 Zicp.vip

User name: | e |

Password: | |

After you log on, you can add this server to your Favorites and return to it easily.

& FTP does not encrypt or encode passwords or data before sending them to the
gerver, To protect the security of your passwords and data, use WebDAV instead.

[|Log on anonymously [|5ave password

Log On Cancel

QT\P

After the configuration, if internet users still cannot access the FTP server, try thwifal methods:

Ensure that the LAN port number configured in thert mappingfunction is the same as the
service port number set on the server.

Close the firewall, mtivirus softwareandsecurity guarden the host of the FTP server and try
again.

UPnP

UMP is short for Universal Plug and PHyisfunction enables thélesh deviceo open port
automaticallyfor UPnPbased programdt is generally used for P2P programs, such as BitComet
and AnyChat, and helps increase the download speed.

To access the cdiguration pagelog in to the web Ubf the Mesh deviceandchooseMore >
Advanced>UPnP

This function is enabled by default.

When any program that supports the UPnP function is launched, you can find the port conversion
information on this page when the program sends any requests.
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UPNnP
Once enable tomatically ope 3 e LA at support UPnP, s as e
BitComet and A ) smoothe
UPnP
UPRP List
Remote Host External Port Internal Host Internal Port Protocol
anywhere 64476 192.168.0.103 64476 UDP

The following table describes the parameters displayed on this page.

Parameter description

Parameter Description

UPnP Used to enable or disable tHéPnFfunction.

Remote Host Secifiesthe adiress of remote host to receive and send respem
External Port Specifiestie port set on theMesh devicgo map to the outer.
Internal Host Specifiestie address of inner host to receive and send resgen
Internal Port Specifies the host port whiateeds to be mapped.

Protocol Specifieghe mapping protocol.

Port mapping

Overview

With this function, you can map an external port to an internal port, so that applications using the
internal port (such as a web servare accessible from the internet
To access the configuration pagdeg in to the web Ubf the Mesh deviceandchooseMore >

Advanced> Port Mapping

Port Mapping
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Port Mapping List

Internal IP .
Address Internal Port External Port Protocol Operation
192.168.0.103 21 21 TCPAUDP K m
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The following table describes the parameters displayed on this page.

Parameter description

Parameter Deg<ription

Internal IP Address Soecifies the IP address tife intranet server

Internal Port Fecifies theserviceport of theintranet server
External Port Fecifies theexternal port for the internal port to map with.
Protocol Secifies the mappingmptocol.

The available options include:

Operation : Used toedit a port mappingule.

: Usedto deletea port mappingule.

An example of configuringort mapping

Web Ul operations

Scenario You want toshare some large files with your friends who are owtyour LANHowever

it is not convenient to transfer such large files acribgsnetwork.

Goal: St up your own PC asi& TP server and let your friends access these files.

Solution: You can configure theort mappingfunctionto reach the goal.
Assume that:

IP addres of the FTP server: 192.168.0.100

User name and passwouf the FTP serveadmin

Port of the FTP server: 21

IP address of the WAN pott72.16.200.72
To achieve such a goal:

Step 1 Log in to the web Ul

Step 2 ChooseMore >Advanced> Port Mapping.

Step 3 Click

Step 4 Select your computer foGelect Devicg21 (FTPjor Internal Port andTCP&UDRor

Protocol

QT\P

You can directly select a client from the drdpwn list box, which requires no further settings on

Internal IP Address

If you selectManual, you need to seinternal IP Addressnanually.

Step 5 QickOK
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Add Port Mapping x
Select Device MININT-UDEPFER
Internal IP Address
Internal Port 21 (FTP)
External Port 21

Protocol TCP&UDP
Cancel

---End

Now your friends can access ydies by visiting ftp://172.16.200.72ising their
computers with internet access

2.8.9 Systemsettings

Login password

To ensure network security, a login passd is recommended. A login password consisting of
more types of character such as uppeaseandlowercase lettersbringshighersecurity.

To access the configuration padeg in to the web Uand chooséMore > System Seings>Login
Password

If you did not set a password beforggu can set a login password on this page.

If you have already set a login password, you can change the password on this page and the

originalpassword is required.

Login Password

Old Password
MNew Password

Confirm Password

The following table descrids the parameters displayed on this page.
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Parameter description
Parameter Description
OldPassword Specifies the original password that you set before
New Password

Secify the new password that you want to set.
Confirm Password

QT\P

If you forgpt your password seeForgot my password

System time

You can change the time settings on this pagee time-basedfunctions require an accurate
system timeThe system time of thdlesh devicecan besynchronized witlihe internet or local
time. By default it is synchronized withthe internet.

To access the configuration padeg in to the web Ubf the Mesh deviceandchooseMore >
System Settings SystemTime.

System Time

154
!
!

System Time  2021-09-14 14:37:00

Sync Status  Synced

Sync Mode Sync with internet time

Time Zone (GMT+08:00) Beijing, Chongging. Hong Kong. Urur

DST
Start 2021 Mar. 2nd
Sun. 02:00
End 2021 Nov. 1st
Sun. 02:00

Status  DST not use
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The following table describebie parameters displayed on this page.

Parameter description

Parameter
System Time

Sync Status

SyndMode

Time Zone

Local Time

DST

Sart 2021

End 2021

Satus

Description
Jecifies the current system time.
Fecifies whether the system is synced.

Fecifies the sync mode of the system time.

. §ync with internet time: Indicates that the system time is synced with the internet
time. Time Zonemust be set when this option is selected.

. Sync with Local Timelndicates that the system time is automatically synced with 1
local timeon your host, and you do not nedd select a time zone.

Required wherSync with internet timeis selected foSync Mode

It specifies the time zone used for the system tirBelect one option as required.

Displayed wherSync with Local Timis selected foSync Mogk.

It specifies the local time set on your host.

Used toenable or disable th®aylight Saving Tim@®STJunction. It is disabled by
default.

Required wherDSTis enabled.

It specifies the start time of DST.

Required wherDSTis enabled.
It specifies the end time of DST.

Displayed wheiDSTis enabled.

It specifies whether the DST is used.

Firmware upgrade

With this function you can upgrade the firmwaud the Mesh devicdo obtainthe latestfunctions
andmore stabé paformance TheMesh devicesupportsone-click upgradeonline upgrade and

local upgrade.

To access the configuration padeg in to the web Ubf the Mesh deviceand choosé/lore >
System Settings Frmware Upgrade

When theMesh devicas connected to the internet, it autdetects whether there is a new
firmware versionand displayshe detected information on the pageas shown in the following
figure. You can choose whether to upgraidethe latestversion
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Firmware Upgrade

Through firmware upgrades, the router can get new functions or more stable performance

Current Firmware

Device Name Version

Operation

Online Upgrade

Controller Frimary Node
V16.03.16.11_multi

New Version Available: V16.03.16.12(11225) Details Local Upgrade

Agent Online Upgrade
V16.03.16.11_multi

New Version Available: ¥16.03.16.12(11225) Details

Local Upgrade

One-click Upgrade

If auto-detection does not start, you can clidketect New Versiorio check for new versions.

Firmware Upgrade

Through firmware upgrades, the router can get new functions or more stable performance

Current Firmware

Device Name e Operation

Controller Primary Node V16.03.16.11_multi
Local Upgrade

Agent V16.03.16.11_multi

Local Upgrade

Detect New Version

Onre-click upgrade
Toperform oneclick upgradeon all nodes:

Step 1 Login to the web Ul

Step 2 ChooseMore > System Settings Firmware Upgrade
Step 3 ClickOne-click Upgrade

The upgrade automatically starts on all nod®gait until the upgrade completes. Then,
access thé-irmware Upgradepage again andheck whether the upgrade is successful
based onCurrentFirmware Version
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Firmware Upgrade

Current Firmware

Version Operation

Device Name

Controller
W16.03.16.11_multi

Agent
V16.03.16.11_multi

Online upgrade
Toperform online ugrade on a single node:

Step 1 Log in to the web Ul
Step 2 ChooseMore > System Settings FirmwareUpgrade
Step 3 dickOnline Upgraden the line of the node to be upgraded

Wait until the upgrade completes. Then, accessRkhremware Upgradepage again and
check whether the upgrade is successful basearrentFirmware Version

---End

QT\P

For better performance of the nefirmware of the Mesh deviceyou are recommended teeset the
Mesh deviceao factory settings and reonfigure theMesh devie after the upgrade completes

Local upgrade

ZINOTE

To prevent theMesh devicdfrom being damaged
Ensure that the firmwaras applicable to thélesh device

It is recommended to upgrade the firmware by connecting a LAN port to a computer and
performingthe upgade on the web UlI.

When you are upgradinipe firmware, do not power off théVlesh device

Step 1 Go towww.tendacn.combDownloadapplicablefirmware of theMesh devicdo yourlocal
computerand unzip it.

Step 2 Log in to the web Ul
Step 3 ChooseMore > System Settings FirmwareUpgrade
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Step 4 QickLocal Upgradén the line of the node to be upgraded
Step 5 Qick SelectFile

Local Upgrade X

The device will reboot after the upgrade completes. The whole process
takes about 3 minutes. Continue?

1, Select File

Mo file chosen

Cance

Step 6 Target the firmware file downloaded previously (extension: bin), and Cjpén
Step 7 ClickUpgrade.

Wait until the upgrade completes. Theacess thé-irmware Upgradgpage again and
check whether the upgrade is successful basecarrentFirmware Version

---End

QT\P

For better performance of the nefirmware, you are recommended toeset theMesh devceto
factory settings and reonfigure theMesh devicesfter the upgrade completes

Backup & restore

In this moduleyou canback up the current configuration of tHdesh devicdo your computer.
You are recommended to back up the configuratiaerathe settings of theMesh deviceare
significantly changedr theMesh devicevorks in a good conditian

If youforget your WiFi password or fail to fix network connection problems with other solutions,
you can reset the Mesh device to factory settings as gflage.

After you restore theMesh devicdo factory settingsr upgrade if you can use this function to
restorethe configuration that habeen backed up.

To access the configuration padeg in to the web Uof the Mesh device andchooseMore >
System Settings Backup& Restore
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Backup & Restore

Backup

Save the current configuration to local host

Restore
Restore to the previous

configurations you backed up (the backup file is a (

(1)

Reset
Resett

ng clears all configurations and restores the device to factory settings. Please operation with caution

Device Name Operation

Controller Reset

Backup the configuration of theMesh device
To back up the configuration of thdesh device

Step 1 Login to the web Ul

Step 2 ChooseMore > System Settings Backup& Restoe.
Step 3 dickBackup

Backup & Restore

Backup

Save the current configuration to local host

A file namedRouterCfm.cfgwill be downloaded to your local hast
---End
Restorethe previous configuration of theMesh device
To restore the previous configuration of théesh device

Step 1 Log in to the web Ul

Step 2 ChooseMore > System Settings Backup& Restore
Step 3 dick Restore
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Backup

Restore

Backup



Restore

Web Ul operations

Restore

Step 4 Sdectthe configuration filgsuffixed withcfg) to be restored, and clic®pen

Open

< - 1 ‘ » ThisPC » Downloads
Organize = Mew folder
A
# Quick access Name
[ Desktop |_| RouterCfm.cfg
; Downloads

= Documents

| Pictures
Mew folder
snaps1
snapshots

Win10 wired cor
@& OneDlrive

[ This PC
v

File name: | RouterCfm.cfg

X
w 0 Search Downloads yel
=~ [ @
Type Size
CFG File 23 KB
v| | Anfites ) v

Wait until the ongoing process finishes, gmevious settingare restored to the Mesh

device
---End

Reset anode

E’/NOTE

Resetting clears all configuratisand restores theMeshdevice to factory settings. Please operat

with caution.

Resetting the primary nodelears alcustomizedconfigurations orthe primary nodeYou can
configure the network again afteesetting.If the Meshdevices in the same kit are in the
networking range, atomatic networkingwill be performedafter you configure the node as the

primary node again.

Resetting a secondary nodgears alcustomizecconfigurations on the secondary nodéthe
secondary node is in the networking range of the primary node in the sameutatnatic
networking with the primary node will beerformedafter you reset the secondary node.

Toreseta node

Step 1 Log in to the web Ul

Step 2 ChooseMore > System Settings Backup& Restore

Step 3 dickResetin the line of the node to be reset
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Reset

Resetting clears all configurations and restores the device to factory seftings. Please operation with caution

Device Name Operation
Controller Reset
Agent Reset

Step 4 ClickResetin the displayed dialog box.

Reset *

Do you want to reset the secondary node?

ter the secondary node is reset, if it is a secondary node

4-».-. L1

automatically join in the n
Don
be

damaged.

work. Otherwise, you 1

t cut off the power supply of the device during the

Wait until the reset completes.

Resetting... Please wait

After the router is reset, its login IP address is changed to 192.168.0.1

---End

Auto system maintenance

Auto systenmaintenance enables you testartthe Mesh deviceaegularly.lt helps improve the
stability and service life of thiglesh device

To access the configuration padeg in to the web Ubf the Mesh deviceandchooseMore >
System Settings Auto SystemMaintenance
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Auto System Maintenance

Auto System Maintenance

Reboot at 02:00

Delay Reboot

Delay the reboot If a client is connected and the traffic is higher than 3 KB/s

The following table describes the parameters displayed on this page.

Parameter description

Parameter

Auto System
Maintenance

Reboot At

DelayReboot

System log

Description

Used to enable or disable theuto system maintenanckinction.

Jecifies the time when th&lesh deviceeboots automatically every day.

Used to enable or disable theboot delay function.

. Ticked The function is enabledVhen the time for rebootin@pproachesif there is
anyuser connected to thdesh deviceand the trafficoverthe Mesh devices WAN
port exceeds XB5, theMesh devicewill delayrebooting.

. Unticked The function is disabled. TiMesh deviceeboots immediatelywhen the
specified time for rebooting approaches

To access the configuration padeg in to the web Ubf the Mesh deviceandchooseMore >
System Settings System Log.

This function logs all key events that occur after kthesh devicas started.If you encounter a
network fault,you can turn to system logs for fault rdatation.

If necessary, you can also export the system logs to your computer by chotpogto Local
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System Log

The system logs record the events of the system. You can check them for troubleshooting in case of network failure.

Export to Local

No. Time Type Log Content
1 2000-01-01 00:33:22 system Sync time failed!
2 2000-01-01 00:32:26 system Sync time failed!
3 2000-01-01 00:31:31 system sync time failed!
4 2000-01-01 00:30:36 system Sync time failed!
5 2000-01-01 00:29:41 system Sync time failed!
6 2000-01-01 00:29:36 system Client Offline: MAC:c8:3a:35:9c:5Te1, IP:192.168
7 2000-01-01 00:29:38 system Client Offline: MAC:c8:3a:35:12:34:15, IP:192.16¢
8 2000-01-01 00:29:24 system Client Offline: MAC:00:b0:4c:51:15:7e, IP:192.16:
9 2000-01-01 00:28:46 system Sync time failed!
10 2000-01-01 00:27:51 system sync time failed!
147 items in total n 2 3 4 5 6 7 15 =

Web Ul operations

QTIP

Rebooting theMesh devicewill clear all previous system logs.

120



HAPP operations

This chapter introduces the functions and operations availablehenTenda WiFi app, including:
Registration and binding

Quick setup

Management type

My WiFi

My profile

Common Settings

System Settings

To download and install the Tenda WiFi app, £8€ download and installation
More functins and operations are available on the web Ul. For details\\&geUI operations
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3.1 APP downloadand installation

Download the Tenda Wifi Appnto your mobile device by searching féenda WiFin Google Play
or App Sore or by scanning th€@Rcode. Then install th&enda WiFApp.

GET ITON
P> Google Play

= Download on the
[___” App Store

Tenda WiFi

3.2 Registration and binding

3.2.1 Register a Tenda account

You can register a Tenda account and log in with it to managslésh device.

@T\P

To log in to the Tenda Wifi App using a thpakty account without registering a Tenda account, see
Log in to Tenda WiFi App

Procedure

Step 1 Run the Tenda WiFi App, and t(Q) in the upperleft corner.
Step 2 TaplLogin
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® NOVA_F4HT_A3~ ‘
&%

00 @y 00
Upload Mbps A Download Mbps

u()

Controller

Privacy

Help and feedback

About us

= o

Clear cache

-

1 client(s)

= a8

g oo
My WiFi Settings

Step 3 TapRegisterin the upperright corner.

Step 4 Enteranemail addess.

Step 5 Customize a password for your Tenda account.
Step 6 TickBy signing up, you agree to Privacy Notice
Step 7 TapRegister
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< Login Register < Register Login
Fast login &
Login by email

By signing up, you agree to Privacy Notice

Forgot password?

Step 8 An activation email is sent to the email account you entered. Check the email and activate
the accountas instructed in the email

---End
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Registration completes.
You can tapoginin the upper right corner to log in with the registered account.

4 Register Login

Activate now to complete registration

We have sent an activation email to:

Please click the activation link in the email within
24 hours to complete registration.

If the email is not received:

- Try finding it in spams.
- If you entered a wrong email address, re-register.
- Resend the email.
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3.2.2 Login to Tenda WiFi App

After youcompleted installation and setup using the Tenda WiFi App, a lpghmpt page appears.
You can authioze the Tenda WiFi App to ua¢hird party account, includin@oogle+ Facebook
and Twitter, or a registered accourtb login.

&
i L

Login

Log in to manage the router

anytime anywhere.
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You can alscap (2) inthe upperleft corner and tad_ogin Then choosa login method as

required

Privacy

£ Login Register

Fast login

©® 0 09 ®

Login by email

Help and feedback

About us

&) Phone No. or Email address ~
Clear cache

+ o

\EL] Password

Forgot password?

Login
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3.2.3 Bindthe administrator account

Whenan account is bound to thiglesh deviceit becomes the administrator accouot the Mesh
device

Procedure

Step 1 Connect your smartphone tilve Wi-Fi networkof your Mesh deviceand run the Tenda
WiFi App.

Step 2 Log in to the Tenda \Wi App, and your account is bound with tiesh device
---End

QT\P

If the Mesh devicas already bound with an account, it cannot baubd again with another account.
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3.3 Quicksetup

3.3.1 Connectyour primary node to the internet

Before you startdownload theTenda WiFAppon your mobile device (smartphone or tablet). A
smartphone is used for illustration here.

Procedure:

Step 1 Connect your primary node

Step 2 Connect yousmartphone to the WiFi netwak of theprimary node

QTIF‘

The default WiFi name and passwohn be foundn the bottom label of thelevice

Step 3 Run the Tenda WiFi App.

L/~

N

Tenda WiFi

Step 4 TapStart Now

Welcome to
Whole Home Mesh Wi-Fi System

Step 5 Setrequired parameters (PPPOE is used for illustration here}ambilext.
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< Internet Settings skip

Detection succeeded. Recommended internet
connection type is: PPPoE

PPPOE Vv

Dynamic IP

Static IP =)

Special ISP Settings

APP operations

< Internet Settings skip

Enter the user name and password from your ISP

Internet Connection Type

PPPOE

PPPoE User Name

Enter the user name from your ISP

PPPoE Password

Enter the password from your ISP

Other internet connection types

QTIP

Tenda WiFi App willetect the connection type of WAN port of tidesh devicelf the WAN port is not
connected properly, follow the instructions on the App to complete the connection.

Step 6 Customize th&ViFi Nameand WiFi Password

£ WiFi Settings

Please set a WiFi name and WiFi password

WiFi Name

NOVA_ &0 o0

WiFi Password

Set WiFi password to the router login password
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QT\P

To use the same password for \Wii access amgleb Ul login, keeet WiFi password to router
login passwordselected, which is the default setting.

To use different passwords for WA access and web Ul login, deseleet WiFi password to

router login password and setWi-Fi Nameand WiFi Passwordor WiFi login and_ogin
Passwordor web Ul login.

Step 7 TapOK

Configuration completes

Configuration completes

NOVA

---End

After the quick setupif you use the default Wi passwordAndroid phones will connect to the
Wi-Fi network you set automatically, wherei@@Sphonesneed to be connected to the Wi
network manually.

If you want to add any new node, go back to the App and add new nodes according to the
onscreen instructions.

3.3.2 Extend your network

Upon your first login, the following information is displayed to tell you how to extend the network
with semndary nodes in the same kit. To extend the network with other nodesAseea node
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Package Networking

Add Other Nodes

Power the rest nodes on until they complete
startup. About 2 minutes, when the node
LED indicators are solid on, the networking is
successful.

Need help?

Fordetailed steps, se&xtend your networln Web U operations
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3.4 Managementtype

Mesh devicesupport locaimanagementind remote managemermwith the Tenda WiFi Approu
can choose either dhe management typeas needed.

3.4.1 Localmanagement

QT\P

If your nodes are bound to a Tenda accqu@u can manage thewnly after logyingin to the Appwith
the administratoraccount

Local management indicates that you can use the Tenda WiFi App to manadéesiuretwork
after connecting your smartphone to th#i-Finetwork of the Mesh device

Procedure:

Step 1 Connect your smartphone to the Wi network of youMesh device

Step 2 Run the Tenda WiFi App on the smartphone, and then you can use the App to manage
your Meshnetwork.

---End

3.4.2 Remotemanagement

Remote management indicates that yoan use the Tenda WiFi App to manage ydash
network anytimeandanywherewithout connecting to the WiFi network of tHdesh device

Prerequisites:
YourMeshnodesare connectdto the internet.

You havedggedin with the administrator account of thBlesh device
Procedure:

Step 1 Run the Tenda WiFi App on the smartphone.
Step 2 Tap (Q) in theupperleft corner.

Step 3 Log in with he administratoraccount of theMesh device
---End

Now, you can manage yowleshnetwork remotely.
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3.5 My WiFi

After completing thequick setup the following pageappears

You can
7 View managed nodes
17 View the internet status
7 Add a node
1 Manage nodes
1 Manage connectedlients
My Profile ———(@Q NOVA_F4HT A3v——— WiFi namgshared
by all nodes)
Realime  +0.0 [/ +0.0 _
upload speed Upload Mbps o/ Download Mbps Realtime

download speed

n Node name

Controller

+

Total connected
devices 1 client(s)

= oo ————— Advanced Settings

- oo
Settings
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3.5.1 View managed nodes

APP operations

Tap theWiFi namdan the upperright corner ofthe My WiFipage to enter the following page.

All nodes in a network share the same WiFi name.

® :NOVA_FAHT_A3~: _ \vici Name <

00 @ 00

Upload Mbps Download Mbps

Controller

+

1 client(s)

—_ oo
~ oo ===

Settings
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1

Tap here to add
manageable Tend:
devices

NOVA_F4HT_A3

New arrival: The Next-gen Whole-
home WiFi Coverage Solution.
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3.5.2 View internet status

Tap the (é‘, icon on theMy WiFipage Information such as connection stataed other basic

internet connection parameters is displayed, as shown in the following figure.

NOVA_F4HT_A3 ~ ;
@ L - < Internet Connection
¥ OO (“/ 00 Connected
N/
Upload Mbps Download Mbps
n 0 ) 0 T Upload Mbps 0 O Download Mbps
Controller
PPPOE

172.16.200.41
255.255.255.255

172.16.200.1

ary DINS

114.114.114.114
+ 223.5.5:56
1 client(s)

oo
oo

Settings

Parameter description
Parameter Description
Gonnected/Disconnected  Jecifiesthe internet connection status of the WAN port.
RealTime Speed Secifies the reatime upload and download speed in the unit of Mbps.

Secifies the internet connection type of the WAN pd?PPoklsused as an

Internet Connection Type
example here.

IP Address SYecifies the WAN IP address of themary node

Subnet Mask Fecifies the WAN subnet mask of themary node
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Parameter Description
DefaultGatewa Jecifies the gateway IP address of émary node
Primary DNS

Secify the IP addres of primary and secondary DNS servers optimaary

Secondary DNS node

3.5.3 Add a node

Tap the + icon on theMy WiFipage, anddllow the instructions displayed.

@ NOVA_F4HT_A3 ¥ < Add Node
+0.0 (g‘/ +0.0 Power on Node
Upload Mbps Download Mbps

Controller

l Ensure that the primary node is connected to
the internet, and new node is powered on and
in factory settings.

1 client(s)
= oo “
= oo
My WiFi Settings
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< Hold down the MESH Bu...

Hold down the MESH Button of
Node

MESH
—
A=

epww°l

1. When the LED indicator of new node blinks
green, press the MESH button, and the LED
indicator blinks fast.

2. Within 2 minutes, press the MESH button
on the primary node, and the LED indicator
blinks fast.

Complete Networking

Complete Networking

When the LED indicator of new node lights
solid on, the networking is successful.

® Solid green: Excellent connection quality
¢ Solid yellow: Fair connection quality

® Solid red: Poor connection quality. Move
the node closer to its neighboring node

You can also choose Scanning networking or
Wired networking

Need help?

APP operations

If you cannot add a node by following the preceding instructions, tryfdhewing two methods by
tappingScanning networkingr Wired networkingshown in the preceding figure:

To scan a new node:

Step 1 TapScanning networking
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< Scanning networking

Searching... Please wait

Put new node nearby the primary node
(within 3 meters) to ensure that it can be
searched

Step 2 Select a node, anthp Add.

< New Node Found

New node trying to join in

SN: (]

How to check the SN of a node?

Cancel
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Step 3 Wait until the ongoing process is completadtap Confirm

< Add Node < Added successfully

Adding node... @

Added successfully

Please refer to the following the relocation
tips to locate new node, and you can enjoy
smoother internet surfing experience

1. Put new node within the wireless coverage
of another node.

‘ 2. The LED indicator of new node lights solid
green/yellow.

3. Stay away from such appliances as
microwave oven, induction cooker, and
refrigerator.

4. Place in a high position with few
obstacles.

If the LED indicator of new nodeghtssolid onand the new node is displayed in
Network Topology the node is added successfully

---End

To perform wired networkingap Wired networkingand follow the instructions displayed.
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< Wired networking

Wired networking

Ed
i -
B ‘0

Use an Ethernet cable to connect an added
node to the LAN2 port or LAN3 port of the
new node

Tips: Ensure that the new node is in factory
settings.

If the LED indicator of new nodightssolid onand the new node is displayexh the My WiFi
page, thenode is added successfully
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@ NOVA_F4HT_A3 ¥

00 @ 00

Upload Mbps Download Mbps

Controller

=

Agent

+
1 client(s)

oo
o oo

Settings

3.5.4 Manage nodes

APP operations

Tap the n or U icon on theMy WiFipage Thefollowing figure shows the information of

an agent as an example.
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+0.0

Upload Mbps

NOVA_F4HT_A3 ¥

@ +0.0
N Download Mbps

I

ot/reset the

movehe
node from your

ork

Controller

Agent

renamethe
on of the node

e

1 client(s)

ao
oo

Settings

_

My WiFi
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